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1. Volebny terminal

Volebny termindl je zariadenie s ktorym pouzivatel bezprostredne interaguje. Pozostava z fron-
tendu, s ktorym interaguje pouzivatel a backendu, ktory obsluhuje poziadavky frontendu a komu-
nikuje s periférnymi zariadeniami a gateway-om. Stcasfou volebného termindlu je aj ¢itacka NFC
tagov.

1.1 Architektira

Hardverové zapojenie volebného terminalu mozno vidief na nasledujicom obrazku, pricom na
obrazku je zobrazena aj architektira gateway-a s ktorym volebny terminal komunikuje, ¢o je
jednou z hlavnych funkcionalit backendu volebného terminalu.

Voting
terminal

Touch screen

Printer

O

NFC reader

7 obrazku vidime, ze dotykova obrazovka s ktorou interaguje pouzivatel je prepojena s RPi, ktoré
predstavuje zékladné vypoctové zariadenie celého backendu. Zariadenia st prepojené cez HDMI.
Dalej k backendovému RPI je napojend tlaciareti pomocou sietového kabla a éitacka NFC tagov,
ktora komunikuje s backendom cez USB rozhranie. RPi je napojené do routra volebnej miestnosti
pomocou ethernetového kabla, s ktorym rovnakym spdsobom komunikuje aj gateway.

1.2 Mikrosluzba

Ako uz bolo spomenuté, volebny terminal pozostiava z frontendu a backendu, pricom je kazda z
tychto sluzieb kontajnerizovand pomocou dockeru a spolu st orchestrované cez docker-compose.

1.3 Citacka tokenov

Najmensou mikrosluzou, ktora je taktiez sicastou volebného termindalu je ¢itacka NFC zariadenia,
ktorej jedinou tlohou je prijimat vstup z ¢itacky a posielat obsah na endpoint v backende.

1.4 Frontend

Frontend volebného termindlu je implementovany v jazyku Typescript s pouzitim frameworku
Svetle, pricom sme pri ndvrhu GUI pouzivali zauzivany Statny dizajn manual ID-SK.

1.5 Backend

Backend volebného termindlu je implentovany v jazyku python, pricom sme pouzili framework
FastAPI na implementaciu API rozhrania. Ulohou backendu je prave cez toto API obsluhovat
poziadavky gateway-a a frontendu. V kontajneri backendu volebného terminalu je ako operacny
systém pouzity Alpine Linux.

1.5.1 Komunikacia backendu

Backend komunikuje dvoma sposobmi a to pomocou websocketov a klasickych HTTP requestov.

Komunikacia cez websockety

Komunikéacia cez websockety je pouzitd na obojsmernt komunikaciu, ktord sa nedala implemento-
vat API rozhranim. Na implementdciu socketov sme pouzili kniznicu socketio. Prakticky vSetky



informacie ktoré posiela backend na frontend st prenesené cez websockety. Takymto spésobom sa
posiela na frontend napriklad aktudlny stav volieb.

Websockety sa taktiez pouzivaju pri odosielani volebného stavu a ID volebného terminalu na gate-
way. Websocketmi naopak prijima backend informéaciu o zmene stavu volieb z gateway-a.

Komunikacia cez API rozhranie

Komunikécia cez API rozhranie je vyuzitd primérne na odosielanie a prijimanie hlasov.
Strucne Specifikované endpointy backendu: * Endpoint na prijatie hlasu od frontendu -
/api/vote_generated * Endpoint na prijatie tokenu - /token * Endpoint na prijatie stavu volieb
- /api/election/state

Vyuzivame aj metédu, ktord sa spusti na zaciatku zivotného cyklu FastAPI clienta, pricom tato
metdda vykond ivodné nastavenia volebného terminalu ako nacitanie privatneho a verejného kltca,
zaregistruje volebny terminal na gateway tym, Ze odosle gateway-u svoj verejny kluc a taktiez sa
vytvori websocketové pripojenie.

Komunikacia s tladiarnou

Komunikacia s tlaciarniou je implementovana cez kniznicu CUPS, ktora bola do kontaineru
doinstalovana. Pri prvom odvoleni sa tlaciaren zaregistruje na backende sStandartnym
prikazom Ipadmin.  Pred samotnou registraciou tlaciarne je potrebné nainstalovat insta-
lacné skripty fungujuce ako driver od vyrobcu tlaCiarne. Z dévodu, Ze pouZzivame termot-
lac¢iaren EPSON TM-T20III s drivre verejne dostupné na adrese https://download.epson-
biz.com/modules/pos/index.php?page=single_ soft&cid=6918&pcat=3&pid=6146 . Samotné
vytlacenie hlasovacieho listka sa potom vykond odoslanim pdf siboru na tla¢ cez prikaz Ipr.

Komunikacia s NFC c¢itackou

NFC ¢itacka je HID zariadenie nad USB protokolom, teda funguje podobne ako klavesnica. Citacka
po prilozeni Mifare 1k tagu posiela scan kody stlaceni klaves, ktoré bolo potrebné prekonvertovat
na ASCII znaky a nadpojit na backend.

1.5.2 Definované metédy

Niektoré funkcionality, ktoré si obsiahnuté v API Specifikdcii sme uz nacrtli, okrem tychto API
funkcii st definované aj rézne pomocné metddy, ich Specifikdciu uvadzame v tejto sekcii. Zdrojovy
kéd je koncipovany do piatich python siiborov.

Subor utils.py

e encrypt_message(data: dict) je metdda, ktora pomocou kniznice na Sifrovanie komunacie
zasifruje data, ktoré dostane ako vstup

e get_config() je metdda, ktora nacita sibor v JSON forméte, v ktorom st ulozené zakladné
udaje o konfigurécii volieb

e reg_printer() je metdda, ktord cez CUPS zaregistruje tlaciaren pripojend na IP adrese
definovanej v premennej prostredia

e print_ticket_out() je metdda, ktora vytlaci hlasovaci listok od pouzivatela ulozeny v si-
bore NewTicket.pdf

e prepare_printing_vote(vote: dict) je metdda, ktord vytvori z hlasu od pouzivatela,
ktory je v JSON formate PDF s obsahom hlasu

e transform_vote_to_print(vote: dict) je metdda, ktord vytvori z prijatého hlasu od
pouzivatela slovnik, kde sii namiesto ¢isel poslancov a stran uz redlne mena a nézvy



Stubor gateway__communication.py

o recieve_config_from_gateway() je metdda, ktord cez get request natiahne a nacita con-
figuracny stubor z gateway-a

e send_current_election_state_to_gateway() je metdda, ktord odosle cez websocket
volebny stav a ID volebného terminalu na gateway

o send_token_to_gateway(token: str) je metdda, ktord prijme v argumente token v
surovom string forméte a odosle ho na gateway, pricom v zavislosti od platnosti tokenou sa
aktualizuje pouzivatelské rozhranie volebného terminalu. Ak bol token odoslany na gateway
validny, tak je mozné dalej pokracovat vo voleni a stav volieb sa nastavi ako pripraveny na
nacitanie NFC tagu

o send_vote_to_gateway() je metdda, ktora v argumente dostane hlas od pouzivatela vo
forméate slovnika a v pripade, Ze eSte nie je zaregistrovand tlaciaren, tak ju zaregistruje. Po
pripadnej registracii sa hlas zasifruje a odosle na gateway. Ak bol hlas tispesne zvalidovany,
tak sa néasledne vytlaci hlasovaci listok.

Subor main.py

V tomto subore je ulozena Specifikdcia API. Okrem toho obsahuje tento stibor aj dve funkcie na
komunikéciu s frontendom.

e send_current_election_state_to_frontend() je metdda ktora, odosle pomocou websock-
etu stav volieb

e change_state_and_send_to_frontend() je metdda, ktord aktualizuje stav volieb a infor-
muje o tom aj frontend

Subor imports.py

V tomto sibore st uloZené pouzivané informécie ako ID volebného terminélu, stav volieb, infor-
maécia o registracii tlaciarne a taktiez tento subor obsahuje uloZeny pripadny zvalidovany token s
getterom a setterom.

Subor NationalTicket.py

Tento subor obsahuje triedu, ktord predstavuje specifikdciu volebného listka na tlac. Trieda Na-
tionalTicket je odvodena od BaseTicket a implementuje pretazené metddy na tvorbu PDF stboru
z hlasu.

e create_pdf() je metéda, ktord vytvori z hlasu PDF stibor a ulozi ho do siiboru
NewTicket.pdf, PDF stbor sa vytvara pomocou kniznice FDPF pre Python. Funkcia na
konci vytvori z hlasu aj QR kéd a vlozi ho do PDF

o preprocessText(candidates: list, max_line_len: int) je metdéda ktord upravi hlas
aby bol lepsie tlacitelny na volebnom hlase. Ulohou metddy je dlhé mend a nazvy stran
vhodne rozdelit a usporiadat

e __init__(data: dict) je metdda, ktora ulozi zvoleny hlas do triedy, je konstruktorom
triedy

1.6 Popis API
1.6.1 hello__ get
Code samples

import requests
headers = {
"Accept': 'application/json'

}



r = requests.get('/backend/', headers = headers)
print (r.json())

GET /

Hello

Sample testing endpoint
Example responses

200 Response

null
Responses
Status Meaning Description Schema
200 OK Successful Response Inline
Response Schema
This operation does not require authentication
1.6.2 vote__api_ vote_ generated_ post
Code samples
import requests
headers = {
'Content-Type': 'application/json',
"Accept': 'application/json'
}
r = requests.post('/backend/api/vote_generated', headers

print(r.json())

POST /api/vote_generated
Vote

Api method for recieving vote from fronend

Keyword arguments: vote — vote object that user created in his action

Body parameter

{
"party_id": O,
"candidate_ids": [
0
]
}
Parameters

headers)


https://tools.ietf.org/html/rfc7231#section-6.3.1

Name In Type Required Description

body body VotePartial true none

Example responses

200 Response

null
Responses
Status  Meaning Description Schema
200 OK Successful Response  Inline
422 Unprocessable Entity ~ Validation Error HTTPValidationError

Response Schema,

This operation does not require authentication

1.6.3 token_ post
Code samples

import requests

headers = {
'Content-Type': 'application/json',
"Accept': 'application/json'

}
r = requests.post('/backend/token', headers = headers)
print(r.json())

POST /token

Token

Api method for recieving token from client

Keyword arguments: token — token that voter user
Body parameter

"string"

Parameters

Name In Type Required Description

body body string true none

Example responses
200 Response
null

Responses


https://tools.ietf.org/html/rfc7231#section-6.3.1
https://tools.ietf.org/html/rfc2518#section-10.3

Status Meaning Description Schema
200 OK Successful Response Inline
422 Unprocessable Entity Validation Error HTTPValidationError

Response Schema

This operation does not require authentication

1.6.4 receive__current__election__state_ from_ gateway_ post

Code samples

import requests

headers = {
'"Content-Type': 'application/json',
"Accept': 'application/json'

}
r =
print(r.json())

POST /api/election/state

Receive Current Election State From Gateway

Method for receiving current election state from gateway
Keyword arguments: state — current election state

Body parameter

{3

Parameters

requests.post ('/backend/api/election/state', headers =

headers)

Name In Type  Required

Description

body body object true

none

Example responses
200 Response
null

Responses

Status  Meaning Description

Schema

200
422

OK Successful Response
Unprocessable Entity  Validation Error

Inline
HTTPValidationError

Response Schema

This operation does not require authentication

1.7 Schémy API
HTTPValidationError


https://tools.ietf.org/html/rfc7231#section-6.3.1
https://tools.ietf.org/html/rfc2518#section-10.3
https://tools.ietf.org/html/rfc7231#section-6.3.1
https://tools.ietf.org/html/rfc2518#section-10.3

"detail": [

{
"loc": [
"string"
15
"msg": "string",
"type": "string"
}
]
}
HTTPValidationError
1.7.1 Properties
Name Type Required Restrictions Description
detail [ValidationError] false none none
ValidationError
{
"loc": [
"string"
1
"msg": "string",
"type": "string"
}
ValidationError
1.7.2 Properties
Name Type Required Restrictions Description
loc [string] true none none
msg string true none none
type string true none none

VotePartial

{
"party_id": O,
"candidate_ids": [

0

]

}

VotePartial

1.7.3 Properties



Name Type Required Restrictions Description

party_id integer false none none
candidate_ids [integer] false none none

1.8 Datova struktara
1.8.1 Struktiira hlasu odoslaného z frontendu
Po odvoleni sa odosle z frontendu hlas na backend v nasledujicom formate:

VotePartial:
type: object
properties:
party_id:
type: integer
candidate_ids:
type: array
items:
type: integer
maxItems: 5

1.8.2 Struktira hlasu spracovaného pred tlacou

Na backende sa spracuje dany hlas vo forme slovnika. Pred tlacou je hlas transformovany do inej
podoby vdaka configuraénému siboru pre celé volby, pricom sa party id z hlasu paruje ku *_id*
pre stranu v konfigura¢nom sitbore. Vdaka tomuto naparovaniu sa vytiahne z kofigura¢ného siboru
meno volenej strany. Rovnakym spdsobom sa vytiahne pre kazdy prvok z pola candidate_ids meno
kandidata. Vyslednd datova struktira ktord sa posiela do funkcie na tvorbu PDF pred tlacou
vyzera nasledovne:

{
"token": "valid",
"vote": {
"title": "IVoby do narodnej rady",
"candidates": ["2. Andrej Trnovec"],
"party": "Slovenska ludovad strana Andreja Hlinku"
X
b

1.8.3 Struktura hlasu odoslaného na uloZenie na gateway

Sucastou zivotného cyklu hlasu je aj odoslanie a uloZenie na gateway-i. Format findlneho hlasu
odoslaného a ulozeného na gateway je nasledovny:

Vote:
allOof:
- $ref: '#/components/schemas/VotePartial'
- type: object
required:
- election_id
- token
properties:
token:
type: string
election_id:
type: string

10



Pricom election__id je ID volieb, ktoré prave prebiehaju.

1.9 Instalacia
1.9.1 Vybrané premenné prostredia

Tieto je mozné nastavit v docker-compose.yml.

ENV Vyznam

VT _ONLY_DEV Ak je nastavena hodnota 1, gateway nie je
potrebny a komunikacia s nim bude
ignorovana

DONT_ WAIT FOR_ TOKEN Ak je nastavend hodnota 1, obrazovka sa

automaticky aktivuje falosnym tagom po
chvilke nec¢innosti

1.9.2 Potreba spustenia gateway-a

datamodel.yaml je stiahnuty z gateway-a a pregenerovany do src/schemas/votes.py, predtym
ako sa rozbehne backend. Gateway by mal spusteny, aby sa podarilo stiahnit tento konfiguraény
subor. Ak je nastavend premenna VT __ONLY_DEV, malo by to byt ok aj bez gateway-a.

VT po spusteni ziska od gateway-a svoje ID a public_key gateway-a.

1.9.3 Spustenie v dockeri

docker-compose up -d --build

Bez gateway-a

V docker-compose.yml zmente premenni prostredia VT_ONLY_DEV na 0, ak chcete redlne komu-
nikovat s gateway-om, ako je pozadované v produkcii. Default nastavenie je na 1, takze gateway
nie je potrebny.

1.9.4 Spustanie testov

docker-compose -f docker-compose.test.backend.yml up --build

1.9.5 Nastavenia
Volebny terminal bezi defaultne na porte 81. To sa d4 zmenit v docker-compose.yml.

Backend je na subpath /backend a APT $pecifikdciu je mozné vidiet na /backend/docs (celd path:
http://localhost:81/backend/docs).

Fronetd je dostupny na (http://localhost:81/frontend/).

2. Gateway

Gataway je zariadenie nachddzajice sa vo velebnej miestnosti. V miestnosti sa nachadza vzdy
len jeden gateway. Zabezpecuje komunikaciu medzi volebnymi termindlmi a serverom. Gateway
obsahuje lokalnu databazu pre hlasy aj tokeny, takze dokaze fungovat aj bez pripojenia k internetu
a vie urobit synchroniziciu na inom mieste, kde je internet dostupny.

Gataway sa ma nachadzat na chranenom mieste a pristupovat k nemu smu iba ¢lenovia volebnej
komisie napriklad pri spusteni alebo zastaveni volieb alebo nahravani autorizacnych tokenov na
NFC tagy.
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2.1 Architektura

Gateway
Voling Service Galeway DB
Prijatie Hiasu B Pl Voting Process Manager
Local Keys Manager Report Manager
Spustenie vorny
Ulozenie hiasu Nathanie zapisnice
Kficoy Zobrazenie zapisnice p
pre lokalnu siet
¥ Vote DB Zastavenie volby
7 Vimena Kfoov v Import zapisnice z ©doslanie zapisnice
Token Manager
okalne sieti
Generator Tokenov Validator Tokenov
Keys DB
Deakivator Tokenov | [Poskytovatef Tokenov
on Service Statevecior

Odosielanie

priebeznych Zaﬁ‘:ﬂg; :: (h; - Server address

vysledkov pi g Admin Frontend

Token Writer
PIN Polling place i
Nahratie na Tag Kontrola Tagu

Systém je rozdeleny na niekolko mikrosluzieb. Konkrétne st vsetky realizované ako Docker kon-
tajnery a orchestrované pomocou Docker Compose. Kazda sluzba by mala mat na starosti jeden
logicky celok vo volebnom procese. Na obrazku je znézornené softvérova architektura gateway-u s
prepojeniami medzi mikrosluzbami a popisom ich hlavnych funkcii.

Nad tym vSetkym je nasadeny jeden NGINX reverse proxy, cez ktory prichddza vsetka komu-
nikicia na gateway. Iba 3 sluzby st volané mimo gateway-u a to voting service pre prijimanie
hlasov z volebnych terminalov, voting process manager pre obsluznti komunikéciu s volebnymi
termindlmi a admin frontend beziaci priamo na dotykovom displeji gateway-u. Cez internet so
serverom komunikuji iba synchornization service pre odosielanie hlasov a report manager
pre odosielanie zapisnice. Token writer priamo komunikuje s USB NFC zapisovackou, pomo-
cou ktorej zapisuje nové tokeny na NFC tagy. O tieto tokeny sa pritom stard token manager.
Statevector je trochu atypicka sluzba, ktora iba uchovava stav niekolkych atribitov a poskytuje
ich ostatnym sluzbam. Voting porcess manager je sice jeden kontajner, ale dali by sa z neho
este oddelit local keys manager, ktory registruje a spravuje klice k terminalom v miestnosti,
a report manager, ktory ma na starosti generovanie a distribiciu zapisnice. Gateway DB je
kontajner MongoDB, v ktorom bezi niekolko databéz.

2.2 Mikrosluzby a ich smerovanie

V nasledujicej tabulke uvadzame zoznam mikrosluzieb a statickych stiborv na gateway-i a ich
smerovanie za spominanym reverse proxy.

Service Path

Voting service /voting-service-api/
Synchronization service /synchronization-service-api/
Voting process manager /voting-process-manager-api/

Token manager /token-manager-api/

State vector /statevector/

config.json /statevector/config/config. json
datamodels.yaml /statevector/config/datamodels.yaml

2.3 Instalacia
2.3.1 Spustenie v dockeri

docker-compose up -d --build

12



Implicitne sa pouziva zakladny sibor docker-compose.yml s rozsirenim o docker-compose.override.yml.
Gateway by mal byt dostupny na http://localhost:8080/.

Nepovinny -p flag urcuje prefix pre nazvy kontajnerov v celom orchestri. Inak je prefix dany
podla root adresara. Napr. docker-compose -p g up -d --build prefixne vSetky kontajnery
pismenom g namiesto dlhsieho gateway.

Pro tip

Kontajnery a virtualne siete je mozné lahko zahodit commandom down. Pre zakladné spustenie
staci zavolat toto v gateway/ adresari:

docker-compose down

Alebo specifikovat project-name daného composu:

docker-compose -p gtest-sync down

2.3.2 Testovanie

Kazda sluzba mé v sebe test.env subor. Zavolaju sa napr. takto (priklad pre synchronization-
service):

docker-compose --env-file synchronization-service/test.env up --build
--exit-code-from synchronization-service --renew-anon-volumes
Kratsie sa da:

docker-compose --env-file synchronization-service/test.env up --build
--renew-anon-volumes

2.4 State vector
Sluzba zodpovedna za udrziavanie aktudlneho stavu gateway-u.
Udrzuje tieto stavy:

e state_election - stav volieb

e state_write - stav zapisovacky

e state_register_terminals - stav registracie termindlov
e office_id - ID volebnej miestnosti

e pin - PIN kéd k GUI aplikicii na gataway-i

o server_key - verejny kIUc¢ servera

e server_address - adresa servera

2.4.1 Konfiguracny sibor

Konfigurac¢ny sibor obsahuje celi konfiguraciu volieb pre konkrétnu volebnti miestnost. Je dos-
tupny ako staticky stbor na adrese /statevector/config/config.json pomocou Nginx.

2.4.2 Popis API
hello get
Code samples

import requests
headers = {
"Accept': 'application/json'

}

13


http://localhost:8080/

r = requests.get('/gateway/statevector/', headers = headers)

print(r.json())

GET /

Hello

Sample testing endpoint
Example responses

200 Response

{
"message": "string"
}
Responses
Status Meaning Description Schema
200 OK Successful Response Inline
Response Schema,
This operation does not require authentication
get__state__election__state__election__get
Code samples
import requests
headers = {
"Accept': 'application/json'
}
r = requests.get('/gateway/statevector/state_election', headers
headers)
print(r.json())
GET /state_election
Get State FElection
Get election state string 0 or 1
Example responses
200 Response
null
Responses
Status Meaning Description Schema,
200 OK Successful Response Inline

Response Schema,
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This operation does not require authentication

set__state_ election__state_ election__post
Code samples

import requests

headers = {
'Content-Type': 'application/json',
"Accept': 'application/json'
}
r = requests.post('/gateway/statevector/state_election', headers =
headers)

print(r.json())

POST /state_election

Set State Election

Set election state string 0 or 1
Body parameter

"string"

Parameters

Name In Type Required Description

body body string true none

Example responses

200 Response

null
Responses
Status Meaning Description Schema
200 OK Successful Response Inline
422 Unprocessable Entity = Validation Error HTTPValidationError

Response Schema

This operation does not require authentication

get__state_ write_ state_ write_ get
Code samples

import requests

headers = {
"Accept': 'application/json'
}
r = requests.get('/gateway/statevector/state_write', headers = headers)
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print(r.json())

GET /state_write

Get State Write

Get write state string 0 or 1
Example responses
200 Response

null

Responses

Status Meaning Description Schema

200 OK Successful Response Inline

Response Schema

This operation does not require authentication

set__state_ write__state_ write_ post
Code samples

import requests
headers = {

'Content-Type': 'application/json',
"Accept': 'application/json'
}
r = requests.post('/gateway/statevector/state_write', headers =
headers)

print(r.json())

POST /state_write

Set State Write

Set write state string 0 or 1
Body parameter

"string"

Parameters

Name In Type Required Description

body body string true none

Example responses
200 Response
null

Responses
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Status Meaning Description Schema

200 OK Successful Response Inline
422 Unprocessable Entity Validation Error HTTPValidationError

Response Schema

This operation does not require authentication

state_ register__terminals_ state_ register_ terminals_ get
Code samples

import requests

headers = {
"Accept': 'application/json'

}

r = requests.get('/gateway/statevector/state_register_terminals',
headers = headers)

print(r.json())

GET /state_register_terminals

State Register Terminals

Get terminals registration state string 0 or 1
Example responses
200 Response

null

Responses

Status Meaning Description Schema

200 OK Successful Response Inline

Response Schema,

This operation does not require authentication

set__state_ register_terminals_ state_ register_ terminals_ post
Code samples

import requests

headers = {
'Content-Type': 'application/json',
"Accept': 'application/json'
}
r = requests.post('/gateway/statevector/state_register_terminals',
headers = headers)

print(r.json())
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POST /state_register_terminals

Set State Register Terminals

Set register terminals state string 0 or 1
Body parameter

"string"

Parameters

Name In Type Required Description

body body string true none

Example responses

200 Response

null
Responses
Status Meaning Description Schema
200 OK Successful Response Inline
422 Unprocessable Entity = Validation Error HTTPValidationError

Response Schema,

This operation does not require authentication

get_ office__id_ office__id_ get
Code samples

import requests

headers = {
"Accept': 'application/json'
}
r = requests.get('/gateway/statevector/office_id', headers = headers)

print(r.json())

GET /office_id
Get Office 1d
Get office id
Example responses
200 Response
null

Responses
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Status Meaning Description Schema

200 OK Successful Response Inline

Response Schema

This operation does not require authentication

get_ pin_ pin_ get
Code samples

import requests

headers = {
"Accept': 'application/json'
}
r = requests.get('/gateway/statevector/pin', headers = headers)

print(r.json())

GET /pin
Get Pin
Get pin
Example responses
200 Response
null

Responses

Status Meaning Description Schema

200 OK Successful Response Inline

Response Schema

This operation does not require authentication

get__server_ key_server_key_ get
Code samples

import requests

headers = {
"Accept': 'application/json'
}
r = requests.get('/gateway/statevector/server_key', headers = headers)

print(r.json())

GET /server_key
Get Server Key

Get server key
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Example responses

200 Response

null
Responses
Status Meaning Description Schema
200 OK Successful Response Inline
Response Schema,
This operation does not require authentication
get__server__address_ server__address__get
Code samples
import requests
headers = {
"Accept': 'application/json'
}
r = requests.get('/gateway/statevector/server_address', headers
headers)
print(r.json())
GET /server_address
Get Server Address
Get server address
Example responses
200 Response
null
Responses
Status Meaning Description Schema
200 OK Successful Response Inline

Response Schema,

This operation does not require authentication

Schemas
.HTTPValidationError
{
"detail": [
{
"loc": [
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"string"
i
"msg": "string",
"type": "string"
+
]
}

HTTPValidationError

Properties

Name Type Required Restrictions Description

detail [ValidationError] false none none

.ValidationError

{
"loc": [
"string"
1y
"msg": "string",
"type": "string"
}

ValidationError

Properties

Name Type Required Restrictions Description

loc [string]  true none none
msg string true none none
type string true none none

2.5 Synchronization service

Sluzba je zodpovednd za sychronizaciu hlasov medzi gateway-om a serverom. Sluzba je implemen-
tovana ako REST API v kniznici FastAPI.

Sluzba pracuje s hlasmi v lokalnej Mongo databéaze, ktoré boli vlozené pomocou Voting service.
Hlasy sa synchronizuji po ddvkach (prednastavend hodnota je 10) a po zaSifrovani sa posielaji
pomocou HTTP poziadavky na endpoint servera, ktory ich zvaliduje. Synchronizacia prebehne
tspesne iba ak st vSetky hlasy v poriadku prijaté. Uspesne synchronizované hlasy oznadi ako
{"synchronized": true}.

Synchronizédcia prebieha na pozadi kazdi minttu (implementované pomocou FastAPI Utils Re-
peated Tasks). D4 sa vSak spustit aj manudlne pomocou endpointu POST /api/synchronize,
ktory je popisany nizsie.

2.5.1 Struktira posielanych hlasov

Hlasy s posielané v HT'TP poziadavke, ktort tvori JSON s ID volebnej miestnosti a hlasmi, ktoré
su zasifrované ako pole zasifrovanych hlasov pomocou kniznice rsaelectie, funkcie encrypt_vote.

{
"polling_place_id": O,
"votes": [
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"encrypted_message": "string",
"encrypted_object": "string"

3

2.5.2 Popis API
root get
Code samples

import requests

headers = {
"Accept': 'application/json'
}
r = requests.get('/gateway/synchronization-service-api/', headers =
headers)

print (r.json())

GET /

Root

Simple hello message.
Example responses

200 Response

{
"status": "string",
"message": "string"
}
Responses
Status Meaning Description Schema
200 OK Successful Response Inline

Response Schema

This operation does not require authentication

synchronize__synchronize__post
Code samples

import requests

headers = {
"Accept': 'application/json'
}
r = requests.post('/gateway/synchronization-service-api/synchronize',
headers = headers)
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print(r.json())

POST /synchronize
Synchronize

Try to send local votes to server and updates local status. If server response is different than 200,
response has status 500 with error from server.

Example responses

200 Response

{
"status": "string",
"message": "string"
}
Responses
Status Meaning Description Schema
200 OK Successful Response Inline

Response Schema,

This operation does not require authentication

statistics__statistics_ post
Code samples

import requests

headers = {
"Accept': 'application/json'
}
r = requests.post('/gateway/synchronization-service-api/statistics’',
headers = headers)

print(r.json())

POST /statistics

Statistics

Provide statistics of votes in gateway database. Count of synchronized and unsynchronized votes.
Example responses

200 Response

"status": "string",
"last_synchronization": null,
"last_success_synchronization": null,
"statistics": {
"all _count": O,
"syncronized_count": O,
"unsyncronized_count": O

}
}
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Responses

Status Meaning Description Schema

200 OK Successful Response Inline

Response Schema,

This operation does not require authentication

seed__seed_ post
Code samples

import requests

headers = {
"Accept': 'application/json'

}

r = requests.post('/gateway/synchronization-service-api/seed', headers
= headers)

print(r.json())

POST /seed

Seed

Insert 10 unsynced dummy votes into gataway local gatabase.
Example responses

200 Response

{
"status": "string"
}
Responses
Status Meaning Description Schema
200 OK Successful Response Inline

Response Schema

This operation does not require authentication

test__encrypt_ test__encrypt__get
Code samples

import requests

headers = {
"Accept': 'application/json'

}

r = requests.get('/gateway/synchronization-service-api/test-encrypt',
headers = headers)
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print(r.json())

GET /test-encrypt

Test Encrypt

Get a batch of encrypted votes.
Example responses

200 Response

{
"polling_place_id": O,
"votes": []
}
Responses
Status Meaning Description Schema
200 OK Successful Response Inline

Response Schema

This operation does not require authentication

2.6 Token manager

Sluzba je zodpovednda za generovanie, overovanie a deaktivovanie tokenov nahravanych na NFC
tagy. Sluzba rovnako ovldda a interaguje s Token writter-om , ktory sa stard o samostné nahranie
tokenu na NFC tag.

Token je generovany pomocou uuid bez znakov -, napriklad 858c0eb798a8475dbcf67e29ddb4966e.
Deaktivovany token je oznaceny ako {"active": false}.
Aktivovany a zapisany token je oznacCeny ako {"active": true} a {"written": truel}.

Token je povazovany ako platny iba ak je aktivny ({"active": true}).

2.6.1 Komunikéicia s frontendom

Token manager komunikuje s frontendovou aplikdciou pomocou websocketov. Pouzivatela infor-
muje o stave zapisovacky, o tspesnom alebo netispesnom zapisani tokenu alebo o moznosti nahra-
vania dalsieho tokenu. Vo websockete sa posiela udalost writer_status, ktory nadobtiida hodnoty
off, idle, success, error.

2.6.2 Popis API
root___ get
Code samples

import requests

headers = {
"Accept': 'application/json'
}
r = requests.get('/gateway/token-manager-api/', headers = headers)

print (r.json())
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GET /

Root

Simple hello message.
Example responses

200 Response

{
"status": "string",
"message": "string"
}
Responses
Status Meaning Description Schema
200 OK Successful Response Inline

Response Schema

This operation does not require authentication

activate__state_ tokens_ writer_activate_ post
Code samples

import requests

headers = {
"Accept': 'application/json'

}

r = requests.post('/gateway/token-manager-api/tokens/writer/activate',
headers = headers)

print(r.json())

POST /tokens/writer/activate
Activate State

Activate NFC writer machine. After turning on, machine’s LED will turn on and be able to write
data to NFC tokens.

Example responses

200 Response

{
"status": "string",
"message": "string"
}
Responses
Status Meaning Description Schema
200 OK Successful Response Inline
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Response Schema

This operation does not require authentication

deactivate_ state_ tokens_ writer__deactivate_ post
Code samples

import requests

headers = {

"Accept': 'application/json'
3
r=

requests.post('/gateway/token-manager-api/tokens/writer/deactivate',
headers = headers)

print (r.json())

POST /tokens/writer/deactivate

Deactivate State

Deactivate NFC writer machine. Led on machine will turn off.
Example responses

200 Response

{
"status": "string",
"message": "string"
}
Responses
Status Meaning Description Schema
200 OK Successful Response Inline

Response Schema

This operation does not require authentication

delete__unwritten_ tokens_ writer__delete_ post
Code samples

import requests

headers = {
'Content-Type': 'application/json',
"Accept': 'application/json'
}
r = requests.post('/gateway/token-manager-api/tokens/writer/delete’',
headers = headers)

print(r.json())

POST /tokens/writer/delete
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Delete Unwritten
Delete unwritten NFC tokens from database.

Body parameter

{
"event": "string"
}
Parameters
Name In Type Required Description
body body Body_ delete unwritten_ tokens_ writer delete_post true none
Example responses
200 Response
{
"status": "string",
"message": "string"
}
Responses
Status Meaning Description Schema
200 OK Successful Response Inline
422 Unprocessable Entity Validation Error HTTPValidationError

Response Schema

This operation does not require authentication

update__ written_ tokens_ writer_ update_ post
Code samples

import requests

headers = {
'Content-Type': 'application/json',
"Accept': 'application/json'
}
r = requests.post('/gateway/token-manager-api/tokens/writer/update’,
headers = headers)

print(r.json())

POST /tokens/writer/update
Update Written
Update NFC token state from unwritten to written.

Body parameter

"token": "string"
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Parameters

Name In Type Required Description

body body Body update_written_tokens writer update post true none

Example responses

200 Response

{
"status": "string",
"message": "string"
}
Responses
Status  Meaning Description Schema
200 OK Successful Response Inline
422 Unprocessable Entity = Validation Error HTTPValidationError

Response Schema,

This operation does not require authentication

create__token_ tokens_ create_ post
Code samples

import requests
headers = {

"Accept': 'application/json'

}

r = requests.post('/gateway/token-manager-api/tokens/create', headers
= headers)

print(r.json())

POST /tokens/create

Create Token

Generates new token and returns it.
Example responses

200 Response

{
"status": "string",
"token": "string"
}
Responses
Status Meaning Description Schema
200 OK Successful Response Inline

29


https://tools.ietf.org/html/rfc7231#section-6.3.1
https://tools.ietf.org/html/rfc2518#section-10.3
https://tools.ietf.org/html/rfc7231#section-6.3.1

Response Schema

This operation does not require authentication

validate__token_ tokens_ validate_ post
Code samples

import requests

headers = {
'Content-Type': 'application/json',
"Accept': 'application/json'

}

r = requests.post('/gateway/token-manager-api/tokens/validate',
headers = headers)

print (r.json())

POST /tokens/validate
Validate Token

Validate if provided token is valid. If token is invalid returns empty response with status 403 else
status 200.

Body parameter

{
"token": "string"
}
Parameters
Name In Type Required Description
body body Body_validate token_ tokens_ validate post true none
Example responses
200 Response
null
Responses
Status  Meaning Description Schema
200 OK Successful Response  Inline
422 Unprocessable Entity = Validation Error HTTPValidationError

Response Schema

This operation does not require authentication

deactivate_ token_ tokens_ deactivate__post
Code samples

import requests
headers = {
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'Content-Type': 'application/json',

"Accept': 'application/json'
}
r = requests.post('/gateway/token-manager-api/tokens/deactivate’,
headers = headers)

print(r.json())

POST /tokens/deactivate
Deactivate Token

Deactivate provided token. Change active status to false. If token is invalid returns empty response
with status 403 else status 200.

Body parameter

{
"token": "string"
}
Parameters
Name In Type Required Description
body body Body deactivate token_tokens_ deactivate post true none
Example responses
200 Response
null
Responses
Status  Meaning Description Schema
200 OK Successful Response  Inline
422 Unprocessable Entity ~ Validation Error HTTP ValidationError

Response Schema,

This operation does not require authentication

delete_token_ tokens delete_delete
Code samples

import requests

headers = {
'Content-Type': 'application/json',
"Accept': 'application/json'

}

r = requests.delete('/gateway/token-manager-api/tokens/delete’,
headers = headers)

print(r.json())
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DELETE /tokens/delete
Delete Token
Delete provided token. If token is invalid returns empty response with status 403 else status 200.

Body parameter

{
"token": "string"
}
Parameters
Name In Type Required Description
body body Body delete_token_ tokens delete delete true none
Example responses
200 Response
null
Responses
Status Meaning Description Schema
200 OK Successful Response  Inline
422 Unprocessable Entity ~ Validation Error HTTPValidationError

Response Schema

This operation does not require authentication
Schemas

.Body__deactivate_ token_ tokens__deactivate__post

{
"token": "string"
b

Body_ deactivate token_ tokens_ deactivate_ post

Properties

Name Type Required Restrictions Description

token string true none none

.Body__delete_ token_ tokens_ delete_ delete
{

"token": "string"

3

Body_ delete_ token_ tokens_ delete_ delete

Properties

32


https://tools.ietf.org/html/rfc7231#section-6.3.1
https://tools.ietf.org/html/rfc2518#section-10.3

{

"event": "string"

3

Properties

{

"token": "string"

3

Properties

{

"token": "string"

3

Body_ validate_token_ tokens_ validate_ post

Properties

Name Type Required Restrictions Description
token string true none none
.Body__delete_ unwritten_ tokens_ writer__delete_ post
Body_ delete_unwritten_tokens_ writer_delete_ post
Name Type Required Restrictions Description
event string true none none
.Body__update_ written__tokens_ writer_update_ post
Body update_written_tokens writer_update_ post
Name Type Required Restrictions Description
token string true none none
.Body_ validate_ token_ tokens_ validate_ post
Name Type Required Restrictions Description
token string true none none

H#H### 2.6.2.11 HTTPValidationError

{
"detail": [
{
"lee™s [
"string"

] b
"msg": "string",
"type": "string"
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}
HTTPValidationError
Properties
Name Type Required Restrictions Description
detail [ValidationError] false none none
.ValidationError
{
"loc": [
"string"
I
"msg": "string",
"type": "string"
}
ValidationError
Properties

Name Type Required Restrictions Description

loc [string]  true none none
msg string true none none
type string true none none

2.7 Token writer

Sluzba zodpovedna za zapisovanie tokenu na Mifare 1k tag.

Zapisovanie funguje nasledovne: - zapisovacka caké, pokym sa Mifare tag nachadza v jej dosahu
- precita zo sStvrtého bloku zapisané 128-bitové ¢islo - posle poziadavku na token manager na
deaktivaciu prec¢itaného ¢isla - posle poziadavku na token manager na vygenerovanie nového 128-
bitového ¢isla - zapiSe hodnotu na tag - verifikuje zapisani hodnotu jej preCitanim z tagu - po
uspesnej verifikacii posle poziadavku na token manager o aktivaciu tokenu

Pre zamedzenie zapisania dvoch tokenov na jedno priloZenie je vytvoreny cooldown 30 sekind,
ktory v tejto dobe neumozi zapisat na rovnaky Mifare tag znova dalsi token.

Sluzba pouziva linuxovy wrapper popisany nizsie.

2.7.1 Linuxovy wrapper pre SL600-NFC zapisovacku

Implementované funkcionality: - Vypnutie LED svetla - Zapnutie LED svetla - Citanie z Mifare 1k
tagu (Stvrty blok) - Zépis na Mifare 1k tagu (Stvrty blok) - Validdcia zdpisu

Ukéazkovy kéd v kniznici zapise ndhodné 128-bitové ¢islo do stvrtého bloku Mifare 1k tagu, potom
ho precita z neho a tym zvaliduje zapis. Ak vSetko prebehne spesne, program skonci.

Pre vyvoj bez pouzitia dockera je potrebné nainstalovat zavislost pyusb:

pip3 install pyusb

Program musi bezat so sudo opravneniami.
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Funguje iba na Linuxe (vo WSL 2 nekomunikuje s ¢itackou). Testované na Ubuntu 20.04 a Ubuntu
22.04.

2.8 Voting process manager

Hlavna sluzba na gateway-i zodpovednd za spustenie a zastavenie volieb, registraciu volebnych
terminalov, poskytuje informaciu o stave pripojenych terminalov a udalosti o spusteni a zastaveni
volieb. Rovnako zabezpecuje generovanie zapisnice a odoslanie zapisnice na server.

2.8.1 Registracia volebného terminalu

Pri spusteni volebného termindlu sa terminal dopytuje na endpoint /register-vt kedy sa pri
spustenej registracii vymeni verejny kli¢ gataway-a, aby mohla prebiehat Sifrovand komunikacia
medzi volebnym termindlom a gateway-om. Ak registracia nie je spustend, vrati sa status 400.

2.8.2 Komunikacia medzi volebnym terminalom

Tato sluzba komunikuje so vSetkymi registrovanymi volebnymi terminalmi pomocou websocketov.
Vo websockete sa posiela udalost actual_state, ktord obsahuje aktudlny stav volieb volebnym
termindlom. Rovnako aj volebné termindly notifikuji gateway o ich aktualnom stave udalostou
vt_status.

2.8.3 Popis API

root get

Code samples

import requests

headers = {
"Accept': 'application/json'

}

r = requests.get('/gateway/voting-process-manager-api/', headers =
headers)

print (r.json())

GET /

Root

Simple hello message.
Example responses

200 Response

{
"status": "string",
"message": "string"
}
Responses
Status Meaning Description Schema
200 OK Successful Response Inline

Response Schema

35


https://tools.ietf.org/html/rfc7231#section-6.3.1

This operation does not require authentication

election__config_election_ config_get
Code samples

import requests

headers = {

"Accept': 'application/json'
}
r=

requests.get('/gateway/voting-process-manager-api/election-config',
headers = headers)

print(r.json())

GET /election-config

Election Config

Returns necessary config fields for gateway from config.
Example responses

200 Response

{
"status": "string",
"texts": {}
}
Responses
Status Meaning Description Schema
200 OK Successful Response Inline

Response Schema

This operation does not require authentication

terminals_ status_ terminals_ status_ get
Code samples

import requests

headers = {
"Accept': 'application/json',
'"Authorization': 'Bearer {access-tokenl}'
}
r=

requests.get('/gateway/voting-process-manager-api/terminals-status',
headers = headers)

print(r.json())
GET /terminals-status

Terminals Status
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Returns necessary staus information of connected voting terminals.
Example responses

200 Response

{
"status": "string",
"registration_status": false,
"terminals": [
]
}
Responses
Status Meaning Description Schema
200 OK Successful Response Inline

Response Schema
To perform this operation, you must be authenticated by means of one of the following methods:
OAuth2PasswordBearer
login_ for__access__token_ token_ post
Code samples

import requests

headers = {
'Content-Type': 'application/x-www-form-urlencoded',
"Accept': 'application/json'

}

r = requests.post('/gateway/voting-process-manager-api/token', headers
= headers)

print (r.json())

POST /token

Login For Access Token

Log in user using username and password.
Body parameter

grant_type: string
username: string
password: string
scope: ""
client_id: string
client_secret: string

Parameters
Name In Type Required Description
body body Body_login_for_access_token_ token_ post true none
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Example responses

200 Response

{
"access_token": "string",
"token_type": "string"
}
Responses
Status Meaning Description Schema
200 OK Successful Response Token
422 Unprocessable Entity  Validation Error HTTPValidationError

This operation does not require authentication

current__user__current__user get
Code samples

import requests

headers = {
"Accept': 'application/json',
"Authorization': 'Bearer {access-token}'

}

r = requests.get('/gateway/voting-process-manager-api/current-user/',
headers = headers)

print(r.json())

GET /current-user/
Current User
Example responses

200 Response

{
"username": "string",
"disabled": true
}
Responses
Status Meaning Description Schema
200 OK Successful Response  User

To perform this operation, you must be authenticated by means of one of the following methods:
OAuth2PasswordBearer

start_ voting_ process__start_ post
Code samples

import requests
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headers = {

"Accept': 'application/json',
"Authorization': 'Bearer {access-token}'

3

r = requests.post('/gateway/voting-process-manager-api/start', headers
= headers)

print(r.json())

POST /start

Start Voting Process

Starts elections and notify all voting terminals.
Example responses

200 Response

{
"status": "string",
}
Responses
Status Meaning Description Schema
200 OK Successful Response Inline

Response Schema,

To perform this operation, you must be authenticated by means of one of the following methods:
OAuth2PasswordBearer

end_ voting_ process_ end_ post
Code samples

import requests

headers = {
"Accept': 'application/json',
"Authorization': 'Bearer {access-token}'
}
r = requests.post('/gateway/voting-process-manager-api/end', headers =
headers)

print (r.json())

POST /end

End Voting Process

Stops elections and notify all voting terminals.
Example responses

200 Response

"status": "string",
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}

Responses

Status Meaning Description Schema

200 OK Successful Response Inline

Response Schema

To perform this operation, you must be authenticated by means of one of the following methods:
OAuth2PasswordBearer

register_ vt_ register_ vt_ post
Code samples

import requests

headers = {
'Content-Type': 'application/json',
"Accept': 'application/json'

}

r = requests.post('/gateway/voting-process-manager-api/register-vt',
headers = headers)

print (r.json())

POST /register-vt
Register Vit

Register a voting terminal. Returns status 400 if registration is disabled else return status 200
with id and public key.

Body parameter

{
"public_key": "string"
}
Parameters
Name In Type Required Description
body body Body_ register vt_ register_ vt_post true none
Example responses
200 Response
null
Responses
Status Meaning Description Schema
200 OK Successful Response Inline
422 Unprocessable Entity Validation Error HTTPValidationError
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Response Schema

This operation does not require authentication

gateway__events__gateway_ elections__events__get
Code samples

import requests

headers = {
"Accept': 'application/json',
'"Authorization': 'Bearer {access-tokenl}'
}
r:

requests.get('/gateway/voting-process-manager-api/gateway-elections-events',
headers = headers)

print (r.json())

GET /gateway-elections-events

Gateway FEvents

Get all elections events of start and end of elections.
Example responses

200 Response

{
"status": "success",
"events": []
}
Responses
Status Meaning Description Schema
200 OK Successful Response Inline

Response Schema
To perform this operation, you must be authenticated by means of one of the following methods:
OAuth2PasswordBearer
get_ first_ start_ gateway_ elections__events_ first_ start_ get
Code samples

import requests

headers = {
"Accept': 'application/json',
'Authorization': 'Bearer {access-tokenl}'
}
r=

requests.get('/gateway/voting-process-manager-api/gateway-elections-events/first-s
headers = headers)

print(r.json())
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GET /gateway-elections-events/first-start
Get First Start
Get first start of elections.

Example responses

200 Response

{
"status": "string",
"first_start": {}
}
Responses
Status Meaning Description Schema
200 OK Successful Response Inline

Response Schema

To perform this operation, you must be authenticated by means of one of the following methods:
OAuth2PasswordBearer

get_ last_ end_ gateway_ elections__events_ last_ end_ get
Code samples

import requests

headers = {
"Accept': 'application/json',
'"Authorization': 'Bearer {access-tokenl}'
}
r=

requests.get('/gateway/voting-process-manager-api/gateway-elections-events/last-en
headers = headers)

print(r.json())

GET /gateway-elections-events/last-end
Get Last End
Get last end of elections.

Example responses

200 Response

{
"status": "string",
"last_end": {}

¥

Responses
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Status Meaning Description Schema

200 OK Successful Response Inline

Response Schema

To perform this operation, you must be authenticated by means of one of the following methods:
OAuth2PasswordBearer

generate__commission__paper__commission_ paper__generate_ post
Code samples

import requests

headers = {
'Content-Type': 'application/json',
"Accept': 'application/json'

}

r:

requests.post('/gateway/voting-process-manager-api/commission-paper/generate',
headers = headers)

print(r.json())

POST /commission-paper/generate
Generate Commission Paper
Generate commission paper in pdf format encoded in base64 and store it into database.

Body parameter

{
"polling_place_id": O,
"participated_members": [
{
"name": "Erik Malina",
"agree": true
I
{
"name": "Ferko Jablko",
"agree": false
X,
{
"name": "Adam Jahoda",
"agree": true
}
1,
"president": {
"name": "Samo CSiierea",
"agree": true
}
}
Parameters
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Name In Type Required Description

body body CommissionPaper true none

Example responses

200 Response

{
"status": "string",
"message": "string"
}
Responses
Status Meaning Description Schema
200 OK Successful Response Inline
422 Unprocessable Entity  Validation Error HTTPValidationError

Response Schema

This operation does not require authentication

get_ commission_ paper__commission_ paper__get
Code samples

import requests
headers = {
"Accept': 'application/json'

3

r=
requests.get('/gateway/voting-process-manager-api/commission-paper',
headers = headers)

print(r.json())

GET /commission-paper

Get Commission Paper

Get commission paper from database encoded in base64.
Example responses

200 Response

{
"status": "string",
"data": "string"
}
Responses
Status Meaning Description Schema
200 OK Successful Response Inline
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Response Schema

This operation does not require authentication

send__commission__paper__commission__paper__send_ post
Code samples

import requests

headers = {

"Accept': 'application/json'
3
r=

requests.post('/gateway/voting-process-manager-api/commission-paper/send',
headers = headers)

print (r.json())

POST /commission-paper/send

Send Commission Paper

Send commission paper to server.
Example responses

200 Response

{
"status": "string",
"message": "string"
}
Responses
Status Meaning Description Schema
200 OK Successful Response Inline

Response Schema,

This operation does not require authentication
Schemas

.Body_ login_ for_ access_ token_ token__ post

{
"grant_type": "string",
"username": "string",
"password": "string",
"scope": "",
"client_id": "string",
"client_secret": "string"
b

Body_login_for access token token_post

Properties
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Name Type Required Restrictions Description
grant_ type string false none none
username string true none none
password string  true none none
scope string false none none
client_id string false none none
client_ secret string false none none
.Body_ register_vt_ register_vt_ post
{
"public_key": "string"
}
Body register vt_ register vt _post
Properties
Name Type Required Restrictions Description
public_key string true none none
.CommissionPaper
{
"polling _place_id": O,
"participated_members": [
{
"name": "Erik Malina",
"agree": true
I
{
"name": "Ferko Jablko",
"agree": false
T,
{
"name": "Adam Jahoda",
"agree": true
}
1,
"president": {
"name": "Samo CSiierea",
"agree": true
}
CommissionPaper
Properties
Name Type Required Restrictions Description
polling_place_id integer true none none
participated__members [Member] false none none
president Member true none none
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HTTPValidationError

{
"detail": [
{
"loc": [
"string"
1,
"msg": "string",
"type": "string"
}
]
}
HTTPValidationError
Properties
Name Type Required Restrictions Description
detail [ValidationError] false none none
.Member
{
"name": "string",
"agree": true
}
Member
Properties
Name Type Required Restrictions Description
name string true none none
agree  boolean true none none
.Token
{
"access_token": "string",
"token_type": "string"
}
Token
Properties
Name Type Required Restrictions Description
access_token string true none none
token_ type string  true none none
.User
{
"username": "string",
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"disabled": true

}
User
Properties
Name Type Required Restrictions Description
username  string true none none
disabled  boolean false none none
.ValidationError
{
"loc": [
"string"
1
"msg": "string",
lltypell: "Stril’lg"
}
ValidationError
Properties

Name Type Required Restrictions Description

loc [string]  true none none
msg string true none none
type string true none none

2.9 Voting service
Sluzba zodpovednd za overovanie prichdadzajiceho tokenu a za prijimanie hlasu z volebného ter-
minalu.
2.9.1 Popis API
hello_ get
Code samples

import requests

headers = {
"Accept': 'application/json'
3
r = requests.get('/gateway/voting-service-api/', headers = headers)

print(r.json())

GET /
Hello
Sample testing endpoint

Example responses
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200 Response
null

Responses

Status Meaning Description Schema

200 OK Successful Response Inline

Response Schema

This operation does not require authentication

vote__api_ vote_ post
Code samples

import requests

headers = {
'Content-Type': 'application/json',
"Accept': 'application/json'
}
r = requests.post('/gateway/voting-service-api/api/vote', headers =
headers)

print(r.json())

POST /api/vote
Vote
Receives vote with valid token, validates the token, sotres the vote and invalidates the token.

Returns: 200: Vote was successfully stored 403: Token is invalid 409: The election is not running
at the moment 422: Invalid request body

Body parameter

{
"voting_terminal_id": "string",
"payload": {
"encrypted_message": "string",
"encrypted_object": "string"
}
}
Parameters
Name In Type Required Description
body body Body_vote api_ vote post true none
Example responses
200 Response
null
Responses
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Status Meaning Description Schema

200 OK Successful Response Inline
422 Unprocessable Entity Validation Error HTTPValidationError

Response Schema

This operation does not require authentication

token_ validity__api_ token_ validity_ post
Code samples

import requests

headers = {
'Content-Type': 'application/json',
"Accept': 'application/json'
}
r = requests.post('/gateway/voting-service-api/api/token-validity',
headers = headers)

print(r.json())

POST /api/token-validity
Token Validity
Checks if the provided token is valid.

Body parameter

{
"voting_terminal_id": "string",
"payload": {
"encrypted_message": "string",
"encrypted_object": "string"
}
}
Parameters
Name In Type Required Description
body body Body token_ wvalidity api token_ validity post true none
Example responses
200 Response
null
Responses
Status  Meaning Description Schema
200 OK Successful Response Inline
422 Unprocessable Entity ~ Validation Error HTTPValidationError
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Response Schema

This operation does not require authentication
Schemas

Body_ token_ validity__api_ token_ validity_post

{
"voting_terminal_id": "string",
"payload": {
"encrypted_message": "string",
"encrypted_object": "string"
X
3

Body token_ validity api_token_ validity post

Properties
Name Type Required Restrictions Description
voting terminal_ idtring true none none
payload VoteEncrypted true none Attributes

encrypted__message:
str AES

encrypted mes-
sage.encrypted__object:
str RSA

encrypted AES

key and other

data.
Body_ vote__api_ vote_ post
{
"voting_terminal_id": "string",
"payload": {
"encrypted_message": "string",
"encrypted_object": "string"
}
}
Body_ vote_api_ vote_ post
Properties
Name Type Required Restrictions Description
voting_terminal idtring true none none
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Name Type Required Restrictions Description
payload VoteEncrypted true none Attributes
encrypted__message:
str AES
encrypted mes-
sage.encrypted__object:
str RSA
encrypted AES
key and other
data.
HTTPValidationError
{
"detail": [
{
"loc": [
"string"
15,
"msg": "string",
"type": "string"
}
]
}
HTTPValidationError
Properties
Name Type Required Restrictions Description
detail [ValidationError] false none none
ValidationError
{
"loc": [
"string"
1,
llmsgll: "String",
"type": "string"
}
ValidationError
Properties
Name Type Required Restrictions Description
loc [string]  true none none
msg string  true none none
type string true none none
VoteEncrypted
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"encrypted_message": "string",
"encrypted_object": "string"
}
VoteEncrypted
Properties
Name Type Required Restrictions Description
encrypted__message string true none none
encrypted_ object string true none none
3. Server

Server je centrilna jednotka na spracovanie hlasov z volebnych miestnosti. Server po prijati pozi-
adavky na uloZenie hlasov zabezpedi ich validdciu, nasledné spracovanie a uloZenie. Po tspesnom
vykonani vrati odpoved v ktorej Specifikuje kolko hlascov bolo spracovanych. Ulozené hlasy sa
priebezne indexuju do technlégie ElasticSearch, z ktorej st ndsledne ziskavené pri volani endpointov
na ziskanie vysledkov a Statistik.

3.1 Architektura

Server

Database
— MongoDB

Encryption

Voting
Elastic Search
cluster

Statistics v v v
Ywwvw

3.2 Instalacia
3.2.1 Zavislosti

Pre spustenie docker kontajnerov je potrebné mat nainstalované technolégie Docker, Docker com-
pose. Pre tcely vyvoja dalej odport¢ame mat nainstalovany jazyk python, nastroj na testovanie
endpointov ako Postman alebo Insomnia a nastroj na manipulaciu s MongoDB ako napriklad
MongoDB Compass.

Kniznice pythonu su definované v textovom stbore requirements.txt, ktoré si nainstalujete prika-
zom: pip install -r requirements.txt

3.2.2 Spustenie

Lokalne samostatné spustanie jednotlivych c¢asti potrebnych pre chod serveru neodportacame, z
dovodu radu problémov, ktoré mézu vzniknit. Najjednoduchsim spésobom je spustenie pomocou
orchestratora docker-compose.

Prejdite do korenového adresara servera a spustite nasledujici prikaz:
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docker compose up -d --build
Po vybuildovan{ by mali bezat vSetky sluzby servera (MongoDB, FastAPI server a ElasticSearch
Cluster)

Pre zobrazenie vsetkych dostupnych endpointov servera navstivte adresu http://localhost:8222/docs.

3.2.3 Import sktisobnych dat a priprava ElasticSearch cluster

V API docs Specifikicii spustite volania na jednotlivé endpointy v nasledovhom poradi: 1.
/database/import-data 2. /database/seed-votes (s po¢tom hlasov, ktoré sa maji vygen-
erovat) 3. /elastic/setup-elastic-vote-index (Elastic uzly musia byt pred tymto volanim
funkéné, ak nie st, skontrolujte prosim sekciu tykajicu sa problému s malou pamétou dockera.)
4. /elastic/synchronize-votes-es (Synchronize votes in batches)

3.2.4 Problém s ElasticSearch pamitou

V pripade chybovej hldsky spominajicej prekrocenie limitu pamaéte, je potrebné nastavit prem-
menni vm.max_map_count v kerneli dockeru na najmenej 262144.

V zavislosti od operacného systému pouzite jeden z nasledovnych prikazov:
docker-machine ssh

sudo sysctl -w vm.max_map_count=262144

wsl -d docker-desktop
sysctl -w vm.max_map_count=262144

Na apple zariadeniach je mozné toto nastavenie zmenit priamo v nastaveniach Docker Desktop
App v sekcii: Settings -> Resources -> Advanced -> Memory. 8Gb paméte by malo postacovat.

3.2.5 Testovanie v dockeri

Jednotkové testovanie vykondvané v dockeri spustite nasledovnym prikazom v priecinku zdrojovych
kédov serveras:

docker-compose -p test-server -f docker-compose.test.yml up --build

-—-exit-code-from server --renew-anon-volumes

Dostupné priznaky: - -p - preped prefix to container names - -f - docker-compose yml file - —build
- build images if changed sources - —exit-code-from - get overall exit code from specified container
- —force-recreate - recreate all containers - —renew-anon-volumes - delete anonym volumens

Pre zastavenie kontajnerov pouzite prikaz:

docker-compose -f docker-compose.test.yml down

3.3 Moduly
3.3.1 Databaza

Server pouziva na ukladanie dat dokumentovi databdzu MongoDB. Aj ked je do MongoDB mozné
vkladat data s réznymi atribitmi, pouzivame modely jednotlivych datovych entit, ktoré Specifikuju
struktiru objektu a definuju typy jeho atribttov. Pracujeme s nasledujicimi kolekciami: - votes -
parties - candidates - polling places - key_ pairs

Struktira uloZzeného hlasu:

class Vote (BaseModel):
token: str
party_id: Optional[int] = Nomne
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election_id: str
candidate_ids: List[int] = []

Dalej sa pocas spracovania hlasov dynamicky pridaji dva atribity a to:

polling_place_id: int
synchronized: bool

Atribut polling place id slizi na spojenie hlasu s miestnostou, v ktorej bol zvoleny atribut syn-
chronized, ktory indikuje, ¢i bol dany hlas uz zandexovany do ElasticSearch-u.

Strukttra politickej strany:

class Party(BaseModel):
id: int = Field(..., alias="_id")
party_number: int
name: str
official_abbr: str
abbr: str
image: str
image_bytes: str
color: str
candidates: List[Candidate] = []

Détova struktira politickej strany obsahuje zakladné tdaje ako nazov, skratka, ¢islo a doplnkové
udaje ako farba a logo, ktoré sa pouzivaju v statistickej aplikacii. Dalej strana obsahuje zoznam
kadidatov, ktori st reprezentovany vlastnym modelom.

Struktira volebnej miestnosti:

class PollingPlace (BaseModel):
id: int = Field(..., alias="_id")
region_code: int
region_name: str
administrative_area_code: int
administrative_area_name: str
county_code: int
county_name: str
municipality_code: int
municipality_name: str
polling_place_number: int
registered_voters_count: int

Détova struktiura volebnej miestnosti obsahuje informécie o izemnych celkoch, v ktorych sa dané
miestnost nachddza. Tieto tidaje budi nésledne pouzité na prepocitavanie vyslekov pre rozne
lokality (obce, okresy a kraje).

Strukttra kandidata:

class Candidate (BaseModel):
id: int = Field (..., alias="_id")
party_number: int
order: int
first_name: str
last_name: str
degrees_before: str
age: int
occupation: str
residence: str
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Datova struktiara kandidata obsahuje zakladné tidaje o kandidatovi, ktoré st pouzité na zobrazo-
vanie vysledkov a obsahuje taktiez prepojenie na politickil stranu, ktorej je sucastou.

Struktira kluc¢ového péru:

class KeyPair(BaseModel):
id: int = Field(..., alias="_id")
polling place_id: int
private_key_pem: str
public_key_pem: str
g_private_key_pem: str
g_public_key_pem: str

KlIucovy péar je specificky pre kazda volebnt miestnost a jeho privatnym kItucom je desifrovana iba
kominikacia, ktora prichddza z tejto volebnej miestnosti. Tento krok zvysuje bezpec¢nost komu-
nikacie.

Popis API

schema_ database_schema_ get
Code samples

import requests

headers = {
"Accept': 'application/json'
}
r = requests.get('/database/schema', headers = headers)

print(r.json())

GET /database/schema

Schema

Get all collections from database
Example responses

200 Response

{
"collections": []
}
Responses
Status Meaning Description Schema
200 OK Successful Response  Collections

This operation does not require authentication

import__data_ _database_ import__data_ post
Code samples

import requests
headers = {
"Accept': 'application/json'
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r = requests.post('/database/import-data', headers = headers)
print(r.json())

POST /database/import-data
Import Data
Example responses

200 Response

{
"status": "string",
"message": "string"
}
Responses
Status Meaning Description Schema
200 OK Successful Response Message

This operation does not require authentication

seed__data__database_ seed_ data_ post
Code samples

import requests

headers = {
"Accept': 'application/json'

}

r = requests.post('/database/seed-data', params={
'number_of _votes': '0O'

}, headers = headers)

print(r.json())

POST /database/seed-data
Seed Data

Parameters

Name In Type Required Description

number_ of votes query integer true none

Example responses

200 Response

"status": "string",
"message": "string"

}
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Responses

Status Meaning Description Schema
200 OK Successful Response Message
422 Unprocessable Entity ~ Validation Error HTTPValidationError

This operation does not require authentication

seed__votes__database_ seed_ votes_ post
Code samples

import requests

headers = {
"Accept': 'application/json'

}

r = requests.post('/database/seed-votes', params={
'number_of _votes': '0O'

}, headers = headers)

print(r.json())

POST /database/seed-votes
Seed Votes

Parameters

Name In Type Required Description

number_ of votes query integer true none

Example responses

200 Response

{
"status": "string",
"message": "string"
}
Responses
Status  Meaning Description Schema
200 OK Successful Response Message
422 Unprocessable Entity  Validation Error HTTP ValidationError

This operation does not require authentication

3.3.2 Generovanie hlasov

Pre tcely vyvoja a testovania odporticame generovat hlasy vo vi¢som pocte. Cely postup generova-
nia spolu s naindexovanim prijatych hlasov dosiahnete vykonanim volani v nasledujicom poradi:
1. /database/import-data 2. /database/seed-votes (s po¢tom hlasov, ktoré sa maji vygen-
erovat) 3. /elastic/setup-elastic-vote-index (Elastic uzly musia byt pred tymto volanim
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funkéné, ak nie su, skontrolujte prosim sekciu tykajicu sa problému s malou pamétou dockera.) 4.
/elastic/synchronize-votes-es

V pripade potreby dogenerovania dalsich hlasov staci vykonat kroky 2 a 4.
Ak potrebujete vymazat existujice hlasy len z ElasticSearch-u staci spustit krok ¢. 3.

V pripade potreby vymazania hlasov z MongoDB vykonajte prikazy 1 a 3.

3.3.3 Hlasovanie

Zékladna myslienka hlasovania spociva vo validacii prichddzajiceho zoznamu hlasov z gateway-
a, ktora musi prejst niekolkymi krokmi. Samotny zoznam prichddzajicich hlasov je zasifrovany
pomocou vlastnej kniznice electiersa, ktorého Struktira je nasledovna:

class VoteEncrypted (BaseModel):
encrypted_message: str
encrypted_object: str

class VotesEncrypted(BaseModel):
polling place_id: int
votes: List[VoteEncrypted] = []

Ak je validacia tspesna, spominany zoznam prichddzajicich hlasov sa ulozi do kolekcie wvotes a
informuje pouzivatela. V opa¢nom pripade, server vrati Specificki hlasku, vdaka ktorej pouzivatel
bude vedief, v akom kroku bola validacia netispesna.

Validacia
e ID volebnej miestnosti sa musi nachadzat v kolekcii key pair
e pocet zvolenych kandidatov nesmie byt vacsi ako 5
o kazdy kandidat sa v prichddzajicom hlase moze vyskytovat iba raz
o nezadand politickd strana nesmie obsahovat ziadneho kandidata
e kandidat musi patrit do spravnej politickej strany
¢ v kolekcii votes sa nesmie nachadzat duplitcitnd kombinécia tokenu a ID volebnej miestnosti
e v prichddzajicom zozname hlasov sa nesmie nachiadzat duplicitny token
e ID volieb musi byt totozné s tym, ktoré sa nachadza v konfigura¢nom stubore config.py

Popis API

vote__elections__vote_ post
Code samples

import requests

headers = {
'Content-Type': 'application/json',
"Accept': 'application/json'
}
r = requests.post('/elections/vote', headers = headers)

print(r.json())

POST /elections/vote
Vote
Process candidate’s vote

Body parameter
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"polling_place_id": O,
"votes": [
{
"encrypted_message":
"36 AMNvcpAWAHAXKCSWexgyjxrt7xeWwhOf+oUMBqip/CO51...",
"encrypted_object":
"1b5B/LAg2/38mot9jYzRpa906YwrXDilpspPrGrnTKKYUXS8..."

}
]
}
Parameters
Name In Type Required Description
body body VotesEncrypted true none
Example responses
200 Response
{
"status": "string",
"message": "string"
}
Responses
Status  Meaning Description Schema
200 OK Successful Response Message
400 Bad Request Bad Request Message
422 Unprocessable Entity = Validation Error HTTPValidationError

This operation does not require authentication

get_ voting_data_ elections_ voting_data_ get
Code samples

import requests
headers = {

"Accept': 'application/json'

}

r = requests.get('/elections/voting-data', headers = headers)

print(r.json())

GET /elections/voting-data
Get Voting Data

Downlaod voting data json using command curl http://localhost:8222/elections/voting-data > con-
fig.json

Example responses

200 Response
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"polling_places": [],
"parties": [],
"key_pairs": [],
"texts": {
"elections_name_short": {
"sk": "string",
"en": "string"
s
"elections_name_long": {
"sk": "string",
"en": "string"
1,
"election_date": {
Ilsk" : "String",
"en": "string"

}

Responses

Status

Meaning Description

Schema,

200 OK

Successful Response

VotingData

This operation does not require authentication

get__zapisnica__elections_ zapisnica_ get

Code samples

import requests
headers = {

"Accept': 'application/json'

}
=
print(r.json())

GET /elections/zapisnica
Get Zapisnica

Example responses

200 Response
null

Responses

requests.get('/elections/zapisnica',

headers = headers)

Status Meaning

Description Schema

200 OK

Successful Response Inline

Response Schema
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This operation does not require authentication

3.3.4 Vysledky a statistiky

Vysledky volieb sa rataju na serveri pomocou dat ziskanych z ElasticSearch-u a funkcie
calcualte_winning_parties_and_seats.

Na zobrazenie vysledkov ponikame viaceré endpointy, ktoré vysledky vratia s inou agregaciou
alebo vratia len ich cast aby odpoved nebola prilis velka.

Dostupné endpointy:

o /elastic/get-parties-results
— ziskanie vysledkov politickych stran bez kandidatov
e /elastic/get-party-candidate-results
— ziskanie vysledkov vSetkych stran a kandidatov
e /elastic/get-candidates-results
— ziskanie vysledkov vSetkych kandidatov
o /elastic/get-results-by-locality
— ziskanie vysledkov vSetkych stran a kandidatov pre urcitu lokalitu

Pocitanie percent a parlamentnych kresiel
Vypocet ziskanych kresiel sa vykonava vo funkcii calcualte_winning parties_and_seats.

def calcualte_winning_parties_and_seats(transformed_data):
Find parties having more than 5J (threshold) and count all wotes
for these parties.
In case parties have less then threshold wvalue, take all parties
Calculate relative vote percentage from this set of parties and
calculate result seats for each party

ninn

Algoritmus vypocétu: 1. Prepocitat pocet ziskanych hlasov pre vsetky strany a ziskat tie, ktoré
maju nad 5%. 2. Pocet republikové ¢islo (pocet hlasov, potrebnych pre ziskanie jedného mandétu,
rata s pomocou ¢isla 151). 3. Pomocou republikového éisla urcit na kolko kresiel mé strana nérok
a uchovat si pocet po celociselnom deleni. 4. Ak neboli rozdané vsetky kresla, tak sa doplnia
postupne strandam v poradi podla zostatku po celoc¢iselonom deleni republikovym ¢islom.

Popis API

setup__elastic_ votes__index__elastic_ setup__elastic_ vote__index_ post
Code samples

import requests

headers = {
"Accept': 'application/json'

}

r = requests.post('/elastic/setup-elastic-vote-index', headers =
headers)

print(r.json())

POST /elastic/setup-elastic-vote-index
Setup Elastic Votes Index
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Setup elastic search. Drop index if previously used. Create new index and variables mapping.
Example responses

200 Response

{
"status": "string",
"message": "string"
}
Responses
Status Meaning Description Schema
200 OK Successful Response  Message
400 Bad Request Bad Request Message
500 Internal Server Error Internal Server Error Message

This operation does not require authentication

synchronize_ votes_ ES_ elastic_ synchronize_ votes_ es_ post
Code samples

import requests

headers = {
"Accept': 'application/json'
}
r = requests.post('/elastic/synchronize-votes-es', headers = headers)

print(r.json())

POST /elastic/synchronize-votes-es
Synchronize Votes Es

Batch synchronization of votes from Mongo DB to Elastic search 3 Node cluster. Shuld be called
in specific intervals during election period.

Parameters

Name In Type Required Description

number query any false none

Example responses

200 Response

{
"status": "string",
"message": "string"
}
Responses
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Status Meaning Description Schema
200 OK Successful Response  Message
400 Bad Request Bad Request Message
422 Unprocessable Entity  Validation Error HTTPValidationError
500 Internal Server Error Internal Server Error Message

This operation does not require authentication

get_ parties_ results_ elastic_ get_ parties_ results_ post

Code samples

import requests
headers = {
'Content-Type':
'"Accept':
}

r =
print(r.json())

POST /elastic/get-parties-results
Get Parties Results

Body parameter

'application/json',
'application/json'

requests.post('/elastic/get-parties-results', headers =

{
"party": "SME RODINA"
}
Parameters
Name In Type Required Description
body body StatisticsPerPartyRequest true none
Example responses
200 Response
null
Responses
Status  Meaning Description Schema
200 OK Successful Response  Inline
400 Bad Request Bad Request Message
422 Unprocessable Entity ~ Validation Error HTTPValidationError
500 Internal Server Error  Internal Server Error Message

Response Schema

This operation does not require authentication
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get_ parties_ with__candidates_ results_ elastic_ get_ party candidate_ results_ post

Code samples

import requests

headers = {
'Content-Type': 'application/json',
"Accept': 'application/json'
}
r = requests.post('/elastic/get-party-candidate-results', headers =
headers)

print(r.json())

POST /elastic/get-party-candidate-results
Get Parties With Candidates Results

Body parameter

{
"party": "SME RODINA"
}
Parameters
Name In Type Required Description
body body StatisticsPerPartyRequest true none
Example responses
200 Response
null
Responses
Status Meaning Description Schema
200 OK Successful Response  Inline
400 Bad Request Bad Request Message
422 Unprocessable Entity = Validation Error HTTPValidationError
500 Internal Server Error  Internal Server Error Message

Response Schema,

This operation does not require authentication

get__candidates_ results_ elastic_ get_ candidates_ results_ post
Code samples

import requests
headers = {
"Accept': 'application/json'

}
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r = requests.post('/elastic/get-candidates-results', headers

print(r.json())

POST /elastic/get-candidates-results
Get Candidates Results
Example responses

200 Response

null

Responses
Status Meaning Description Schema
200 OK Successful Response  Inline
400 Bad Request Bad Request Message
500 Internal Server Error Internal Server Error Message

Response Schema

This operation does not require authentication

headers)

get_ resilts_ by_ locality__mongo_ elastic_ get_ results_ by_ locality_ mongo_ get

Code samples

import requests
headers = {
"Accept': 'application/json'

}

r = requests.get('/elastic/get-results-by-locality-mongo', headers =

headers)
print(r.json())

GET /elastic/get-results-by-locality-mongo

Get Resilts By Locality Mongo

Used to provide benchmark for ES vs Mongo aggregation queries
Example responses
200 Response

null

Responses

Status Meaning Description

Schema,

200 OK Successful Response

Inline

Response Schema,

This operation does not require authentication
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get__results_ by _ locality_elastic_ get_ results_ by locality_ post
Code samples

import requests

headers = {
'Content-Type': 'application/json',
"Accept': 'application/json'

b

r = requests.post('/elastic/get-results-by-locality', headers =
headers)

print(r.json())

POST /elastic/get-results-by-locality
Get Results By Locality

Body parameter

{
"filter_by": "region_name",
"filter_value": "SPreovsky kraj",
}
Parameters
Name In Type Required Description
body body StatisticsPerLocalityRequest true none
Example responses
200 Response
null
Responses
Status Meaning Description Schema
200 OK Successful Response  Inline
400 Bad Request Bad Request Message
422 Unprocessable Entity = Validation Error HTTPValidationError
500 Internal Server Error  Internal Server Error Message

Response Schema,

This operation does not require authentication

get__elections__status_ elastic__elections_ status_ get
Code samples

import requests
headers = {
"Accept': 'application/json'

}
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r = requests.get('/elastic/elections-status', headers = headers)
print(r.json())

GET /elastic/elections-status
Get Elections Status
Example responses

200 Response

null

Responses
Status Meaning Description Schema
200 OK Successful Response  Inline
400 Bad Request Bad Request Message
500 Internal Server Error Internal Server Error Message

Response Schema

This operation does not require authentication

4. Statisticka aplikécia

Aplikécia bola naimplementovana pomocou frameworku Svelte a je uréend na zobrazovanie vysled-
kov volieb. Aplikdcia ponika mnozstvo typov zobrazenia vyseldkov v grafickych podobéach a
disponuje moznostou filtrovania, ¢i uz podla regiénu (obec, okres alebo kraj) alebo mena polického
subjektu.

4.1 Zavislosti

Pre spustenie docker kontajnerov je potrebné mat nainstalované technolégie Node, Git, Docker
a Docker compose. Pre tcely vyvoja dalej odporicame mat nainstalovany néastroj na testovanie
endpointov ako Postman alebo Insomnia.

4.2 Spustenie

Svelte aplikaciu je mozné spsutif aj lokalne vykonanim prikazu:

npm run dev

Po spusteni bude aplikicia dostupné na adrese: http://localhost:5000
Druhym sp6sobom je spustenie pomocou orchestratora docker-compose.

Prejdite do korenového adresara Statistickej aplikacie a spustite nasledujuci prikaz:

docker compose up -d --build

Vybuildovany kontaijner mé premmenné prostredia potrebné pre napojenie na server a nasadenie
kontajnera do celkového riesenia volebného systému.

4.3 Nepublikované vysledky

Ak sa pouzivatelovi zobrazuje modalne okno s hldskou o nepublikovanych datach, je potrebné
najprv zverejnit vysledky pomocou endpointu /elastic/results/publish na serveri. Tento end-
point vSak vyzaduje autorizaciu s pouzitim prihlasovacieho mena a hesla.
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