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Registracia a prihlasenie pouzivatela

Na zaciatku sa pouzivatel’ zaregistruje. Vyplni vSetky polozky registratného formulara.
Zapamita si meno a heslo a uvedie funkény a jedine¢ny email. Nasledne pouzije meno a heslo

pri prihlasovani. Automaticky mu bude priradena rol'a pouzivatel’a.

1. Zaregistrujte sa stlacenim na tlacidlo SignUp v hornom rohu stranky.

SignUp

Full Name

xperdek

Email

xperdek@stuba.sk

Address

Somewhere over the rainbow

Password

Confirm Password

Obrazok 1: Registracia pouzivatela



2. Nasledne sa prihlaste zadanim vasho pouzivatel'ského mena a hesla.

Login

Usemame

xperdek

L T T e e P T P T P T P T T e ey

Obrazok 2: Prihlasenie pouzivatela



Ziskanie informacii o najzranitelnejsej
stranke

Tento scenar prezentuje pokrocilu SQL injekciu. Samotné ziskané informécie v tomto
scenari mozu ulahéit’ realizaciu d’aldich scenarov. Utoénik sa rozhodne ziskat' informacie
Z whois databazy stym, ze ho zaujima doména snajviac¢Sim poctom zranitelnosti.
Vyhl'adavanie mu ale vrati maximalne jednu stranku, ktora sa najviac zhoduje s vyhl'adavanym
vyrazom. Uz asi tusite, Ze potrebujete nejaky dopyt vyuzivajici agregané funkcie. Nastastie
Whois aplikécia poskytla schému z databazy, ked’ze chce prezentovat’ pouzivané postupy.

K potrebnym informécidm sa mozete dostat’ na zaklade nasledovného postupu:

1. Otvorte whois aplikaciu dostupnil na localhost:5001
2. Zistit ako funguje Whois mézete vyhl'adanim zadaného retazca s doménou.

P

L

Whois Lookup *

Obrazok 3: Overenie funkcionality whois

3. Nasledne sa presmerujte na stranku s datovym modelom whois

— b

¥ a x* » @ :

Obrazok 4: Presmerovanie sa na stranku s whois schémou



4. 'V menu zvol'te Schema. Dostali ste sa na stranku s databazovou schémou. Zo
schémy mozete zistit’, ze whois tabulka so zdznamami z ktorych sa vyhl'addva sa
prepojené s tabul’kou zranitel'nosti pomocou cudzieho kl'i¢a reference record id.

) vulnerabilities
whois

id: SERIAL NOT NULL PRIMARY KEY
vuln_type_id: INT NOT NULL
description: TEXT

id: SERIAL PRIMARY KEY NOT NULL 1 1.*
domain_name: TEXT

query_time: TEXT vuln_danger_id: INT NOT NULL
create_date: TEXT reference_record_id: BIGINT NOT NULL
updlate,date‘ TEXT FOREIGN_KEY(vuln_type_id)
exulrv_,date text: TEXT FOREIGN_KEY(vuln_danger_id)
domain_registrar_id: TEXT FOREIGN_KEY(reference_record_id)

domain_registrar_name: TEXT

domain_registrar_whois: TEXT |

domain_registrar_url: TEXT 01 0.1

registrant_name: TEXT

registrant_company: TEXT Le

registrant_address: TEXT 1.7

registrant_city: TEXT
registrant_state: TEXT vuln_types vuln_danger
registrant_zip: TEXT

registrant_country: TEXT id: SERIAL NOT NULL PRIMARY KEY id: SERIAL NOT NULL PRIMARY KEY
registrant_email: TEXT vuln_type: TEXT UNIQUE NOT NULL vuln_danger: TEXT UNIQUE NOT NULL
registrant_phone: TEXT |

registrant_fax: TEXT <<user>

administrative_name: TEXT

V
administrative_company: TEXT -
I ; <<Enumeration>>
administrative_address: TEXT
administrative_city: TEXT vuln_danger
administrative_state: TEXT

administrative_zip: TEXT LOW
administrative_country: TEXT MODERATE
administrative_email: TEXT HIGHT

administrative_phone: TEXT
administrative_fax: TEXT

O R s

EXTREME

Obrazok 5: Databazova schéma aplikacie Whois

5. Teraz uz viete, o mozete pri pisani SQL injekcie vyuzit'. ESte je potrebné overit’,
¢i injekcia bude fungovat’. Presmerujte sa preto na uvodnu stranku s
vyhl'addvacom.

6. Zadajte do okna ‘ a potvrdte. V $pecidlnych pripadoch méZe byt’ ochrana vo
formuléroch na frontende. Pokial’ by bola bolo by potrebné pouzit’ na odosielanie
requestov BurpSuite. Jeho pouzitie si ukazeme v d’alSich scenaroch.

Whois Lookup

@ Search

Obrazok 6: Overenie, ¢i SQL injekcia bude fungovat’

7. Zobrazila sa vam chybova hlaska, na zaklade ktorej viete, Ze pripadna SQL
injekcia bude uspesna.



10.

< C ® localhost:5001/search?domain=%27
et Aplikdcie M§ Gmail

Error: error: unterminated quoted string at or near ™ LIMIT 1"

Obrazok 7: Chybové hlasenie zobrazujuce neosetrenu slabinu v systéme

Kone¢ne mozete navrhnut’ SQL injekciu. Najprv je potrebné zistit’ ako funguje
vyhl'addvanie na zaklade retazca. Ked’ze slovo je hl'adané kdekol'vej v doméne
potom mozno usudit, Ze v postgrese je vyraz ohraniceny a vyzera nasledovne:
‘%vyhladavana_domena%’

Preto je potrebné najprv uzatvorit’ predtym vyhl'adavany ret'azec a zaroven
zabezpecit', aby podmienka pre akykol'vek platila, napriklad pouzitim logického
OR a vyrazu, ktory bude vzdy pravdivy.

Zatial’ sme navrhli vyraz: a%' OR 1=1

Ten je potrebné este okomentovat’ a vlozit' pred komentar ohranicenie pre vratenie
prave jedného vysledku, lebo v kdde sa vracia najviac jeden vyhl'adany

a pravdepodobne sa vola funkcia one. Ak by bolo vratenych viac vysledkov skon¢i
s chybou. Pridame preto na koniec retazec LIMIT 1 --'

Zatial mame: a%' OR 1=1 LIMIT 1 --'

Moézete skusit’ pouzit’ vyraz a%' OR 1=1 LIMIT 1 --' vo vyhladdvani. Vidite, ze
bez chyby vrati nejaky vysledok. Vy ale chcete aby bo, vrateny vysledok s
najvacsim poctom zranitelnosti.

Do retazca doplite agregacny dopyt na zéklade ktorého bude mozné ziskat’
potrebné vysledky. Vyzite informécie zo schémy Whois aplikacie. Keby sme mali
pristup k database napisali by sme takyto SELECT:

SELECT

COUNT (vulnerabilities.reference_record_id) AS count, whois AS whois

FROM whois

LEFT JOIN vulnerabilities ON whois.id = vulnerabilities.reference_record _id
GROUP BY whois.id

ORDER BY count DESC

LIMIT 1

Tymto selectom na zaklade agrega¢nej funkcie COUNT spocitame zdznamy pre
cudzi kI"i¢ zaznamu zranitelnosti odkazujuci na whois zaznam. Cim je tento pocet
vy$$§i, tym viac zdznamov o zranitel'nostiach pre konkrétny whois zdznam existuje.
Netreba zabudnlt’ spojit’ tabulku so zranitenost'ami a whois tabul’ku so
zaznamami LEFT JOINOM. Opét je potrebny vyber prave jedného zdznamu
pomocou LIMIT 1. Chceme najvyssiu hodnotu preto zoradime vysledky zostupne
pomocou ORDER BY count DESC, kde count je agregovany pocet pre kazdu
jedine¢nu hodnotu cudzieho kl'i¢a, respektive identifikator whois zdnamu.



11. Navrhnuty agregacny dopyt skombinujte pridanim bodkociarky za vyraz 1=1 a
jeho doplnenim za tito bodkociarku.
V tomto kroku by sme mali mat’:
a%' OR 1=1; SELECT COUNT (vulnerabilities.reference_record_id) AS count,
whois AS whois FROM whois LEFT JOIN vulnerabilities ON whois.id =
vulnerabilities.reference_record_id GROUP BY whois.id ORDER BY count
DESC LIMIT 1 --'
Skuste tento vyraz vlozit’ do vyhl'adavacieho okno.

12. Dostali ste chybovi hlasku, kde sa program st'azuje, Ze niektora hodnota je
undefined. Pri simulovani situdcie s pouzitim podobnej node js aplikacie alebo po
hlbsej uvahe by ste mohli zistit,, ze hodnoty sa nevratia ako slovnik.

< C @ localhost:5001/search?domain=1.9609a%2¢
s=5 Aplikdcie M Gmail

Error: TypeError: Cannot read property 'toString' of undefined

13. Obrazok 8: Chyba pri vyskusani pripravenej injekcie

{
count:
whois:

id: 1,

domain_name:

query time:

create date:

update date:

expiry date:
domain_registrar_id:
domain_registrar_name:
domain_registrar whois:
domain_registrar_url:
registrant name:

Obrazok 10: Podoba dat keby boli slovnikom

14. Upravte preto prikaz tak, aby bol vrateny len id hl'adaného zaznamu teraz uz bez
d’alsich JOIN operacii, tak aby vratilo slovnik. Vyraz by mal fungovat’. Postup je
nasledovny.



V predchadzajicom agregacnom dopyte zmeiite vrateny vysledok z whois
zaznamu len na id whois zdznamu:

SELECT

COUNT (vulnerabilities.reference_record_id) AS count, whois.id AS ww
FROM whois

LEFT JOIN vulnerabilities ON whois.id = vulnerabilities.reference_record_id
GROUP BY whois.id

ORDER BY count DESC

LIMIT 1

Cely vyraz po vlozeni vyzera nasledovne:

a%' OR 1=1; SELECT COUNT (vulnerabilities.reference_record_id) AS count,
whois.id AS ww FROM whois LEFT JOIN vulnerabilities ON whois.id =
vulnerabilities.reference_record_id GROUP BY whois.id ORDER BY count
DESC LIMIT 1 --'

15. Pridajte d’alsi SELECT do tohto agregovaného dopytu dopytujuceho sa do tabul'y

whois po zdzname na zéklade ziskaného id z dopytu:

a%' OR 1=1; SELECT * FROM whois, (SELECT

COUNT (vulnerabilities.reference_record_id) AS count, whois.id AS ww FROM
whois LEFT JOIN vulnerabilities ON whois.id =
vulnerabilities.reference_record_id GROUP BY whois.id ORDER BY count
DESC LIMIT 1) ww WHERE ww = whois.id LIMIT 1 --'

16. Néasledne ho overte pri vyhl'adavani. Ziskali ste zdznam s dvomi zranitelnostami.
Asi nie je prekvapenim, ze odkazuji na security eshop. Zo zdznamov ste sa mohli
dozvediet mena dvoch vyznamnych pouzivatelov eshopu, ktoré sa zidu v d’alSich
scenaroch.

Found vulnerabilities

Type Description Danger

Sensitive data exposure Users email with nick user can be identified from response! MODERATE

Sensitive data exposure Users email with nick admin can be identified from response! MODERATE

Designed and created by Team 19 CYRAN ©



Prelamovanie hesiel

Jeden z pracovnikov obchodu ma nastavené uhadnutel'né slabé heslo. Principom tohto
scenara je zistit' toto heslo skuSanim réznych hesiel pre pouzivatelov pomocou 'ubovol'ného
nastroja. Musi to ale realizovat’ prostrednictvom rozhrania pre Angular. Sta¢i ak vyskusa
jednoduché hesla ru¢ne. Rovnako si moze zistit’ hash hesla vytvoreny beryp-tom vrateny do
Angularu pre overenie. Ten moze ziskat' sledovanim premavky. Nésledne by mohol skusat
zname hesld a porovnavat’ vytvorené hashe s hashmi vytvorenymi pre retazce na zozname.
Tuto Cast’ moze realizovat’ aj offline. Meno a heslo su rovnaké, a to user a user. Malo by ich

preto byt’ jednoduché zistit’. Casto st na zozname najpouzivanej$ich hesiel.

Login

Usemame

user

Password

Obrazok 12: Aplikovanie jednoduchého hesla user



Prelamovanie hesiel slovnikovym
utokom

Utoénik moZe zrealizovat’ slovnikovy ttok na zaklade ziskanych informacii z login
stranky. K uzito¢nym informaciam sa dostanete na zéklade nasledujiiceho postupu:

17. Po zapnuti burpsuitu a prejdite do kolonky proxy.
18. Vypnite intercept v rozkliknutom menu BurpSuite.
19. Otvorte si prehliadac¢ kliknutim na open browser.

Burp Suite Community Edition v2021.2.1 - Temporary Project

Burp Project Intruder Repeater Window Help

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Extender Project o
Intercept HTTP history WebSockets history Options
O G Here you can open
Intercept is off Open Browser browser

Intercept should be

| Open pre-configured browser
shut down

Obrazok 13: Otvorenie prehliadaca a interceptor v BurpSuite

20. Prejdite na stranku http://localhost:4200/signin.
21. Ak sa vam zobrazi chyba ako na obrazku 5 postupujete podla d’alSich krokov. Ak
vam vsetko funguje pokracujte krokom 8.

@ localhost:4200/signin X + [+] - o %
< C @ http://localhost:4200/signin % B *» e :
Whitelabel Error Page

This application has no explicit mapping for /error, so vou are seeing this as a fallback.

Sat Apr 17 22:25:39 GMT 2021
There was an unexpected error (type=Not Found, status=404).

Obrazok 14: Chyba v zabudovanom prehliada€i pre BurpSuite

22. V burpsuite si na liSte vo vybranej kolénke proxy rozkliknite tab Options. V Casti
Listeners zvol'te zaznam pre localhost s IP 127.0.0.1 a kliknite na editovat’.


http://localhost:4200/signin

Burp Suite Community Edition v2021.3.3 - Temporary Project

Burp  Project Intruder Repeater Window  Help

Dashboard Target Proxy Intruder RpweT Sequencer Decoder Comparer Extender Project options User options
Intercept HTTPhistory ~ WebSockets history m
SN—”

@ Proxy Listeners
@ Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to configure your browser to use one of the listeners as its proxy server.

| Add Running Interface Invisible Redirect Certificate TLS Protocols o lozk o
erte poloZku pre a port
E> Edit 127.0.0.1:8080 Per-host Default <: 1;'7 0.0 1psoso . P
| Remove
Kliknite P

na editovat’

Each installation of Burp generates its own CA certificate that Proxy listeners can use when negotiating TLS connections. You can import or export this certificate for use in other tools or another installation of Burp.

| import / export CA certificate || Regenerate CA certificate |

Obrazok 15: Zmena nastavenia proxy

23. Nasledne zmente port z 8080 napriklad na 8085. Overte ¢i obsah v prehliadaci
funguje. Ak ano pokracujte nasledovnym bodom.

Edit proxy listener >
Binding Request handling Certificate TLS Protocols
® These settings control how Burp binds the proxy listener.
Bind to port: 8085
Bind to address: o Loopback only
All interfaces
Specific address: | 127.0.0.1 ~
oK | Cancel

Obrazok 16: Zmena portu

24. Zapnite intercept na tej istej polozke v menu BurpSuite.

Intercept is on

Obrazok 17: Zapnutie interceptora

25. Pokuste sa prihlasit’ s l'ubovol'nym menom a heslom.




) SecurityEshop x  +

<« C  © http//localhost4200/signin

Security E-shop

Obrazok 18: Pokus o prihlasenie v stavanom prehlaidac¢i BurpSuitu

26. Nasledne sa prepnite do burpsuitu, kde sa zobrazi informacia o dopyte,

27. Zobrazte menu kliknutim lavym tla¢idlom mysi do prostriedku informacii o
dopyte.

28. Z menu vyberte polozku “Send to Intruder”.

Burp Suite Community Edition v2021.2.1 - Temporary Project

Burp Project Intruder Repeater Window Help

Dashboard Target Prox Intruder Repeater Sequencer Decoder Comparer

Intercept HTTP history WebSockets history Options

/ Request to http://localhost:8080 [127.0.0.1]

Forward | Drop Intercept is on | Action | Open Browser
Pretty m \n  Actions v

1 GET /login?name=userl HTTP/l.1l
2 Host: localhost:8080

p

: sec—ch-ua: ";Not A Brand";v="55", "Chronm

4 Accept: application/json, text/plain, */ Send to Intruder Ctrl-l

5 sec—-ch-ua-mobile: 70

- User-Agent: Mozilla/5.0 (Windows NT 10.0 Send to Repeater Ctrl-R  |gHTML, lik

7 Origin: http://localhost: 4200

- Sec-Fetch-Site: same-site

5 Sec-Fetch-Mode: cors Send to Comparer
10 Sec-Fetch-Dest: empty
11 Referer: http://localhost:4Z00/
12 Accept-Encoding: gzip, deflace Request in browser ]
13 Accept-Language: sk-SK,sk;q=0.9,cs;q=0.8
14 Connection: close

Send to Sequencer
Send to Decoder

Engagement tools [Pro version only] >
- Change request method
Change body encoding

Obrazok 19: Odoslanie requestu do intrudera

29. Nasledne kliknite na otvorent polozku Intruder-a.
30. Rozkliknite podmenu Payloads v polozke Intruder-a.



Burp Suite Community Edition v2021.2.1 - Temporary Project

Burp Project Intruder Repeater Karta intruder

Dashboard Target Proxy Intruder Regeater Sequencer Dei
14 % 15 %

Target Positions I Payloads I Options

@ Payload Sets Podkarta Payloads

You can define one or more payload sets. The number of payload sets depends on the
customized in different ways.

Obrazok 20: Presunutie sa na polozku Payloads v Intruderovi

31. Vo vrchnej Casti Payload Sets rozkliknutej karty v BurpSuite nechajte nastavené
Payload set na 1 a Payload type na Simple list.

32. Nizsie v rozkliknutej karte najdite ¢ast’ Payload options a pomocou tlacitka Add
pridajte niekol’ko mien, ktoré by mohli byt potencionalni pouzivatelia, pricom sa
riadte ¢astymi nazvami ako admin, user, guest a podobne.

33. Zvol'te polozku “Start attack™.

Burp Suite Community Edition v2021.2.1 - Temporary Project - O *

Burp Project Intruder Repeater Window Help

Sequencer Decoder Comparer Extender Project options User options
Dashboard Target Proxy Intruder Repeater
14 x 15 x
Target Positions Payloads Options

® Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack
type defined in the Positions tab, Various payload types are available for each payload set, and
each payload type can be customized in different ways.

Payload set: | 1 ~ Payload count: 2 Zatatie atoku

Payload type: | Simple list v Request count: 2

@ Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

| Paste admin
|- Load guest
oad ...
| Remove
: I
| Clear

Pridanie mozZného

O pouzivatela

Add userl

Add fu] Add the specified item |

Obrazok 21: Zadanie zoznamu potencionalnych pouzivatelov a zacatie utoku



34. Otvori sa okno, v ktorom podl'a vratené¢ho statusu mozte zistit’, ktori pouzivatelia
existuju v systéme.

35. Kliknite na jeden z riadkov, ktory ma status 200.

36. Prepnite sa na kartu Response, v okne ktoré sa zobrazi nizsie.

37. Mozte zistit, ze aplikacia dostala heslo spolu s emalom a rol'ou pouzivatela. Pre
admina zistite, ze jeho heslo nie je zaheSované. Naopak pre pouzivatela zistite, ze
jeho heslo je hash. Systém teda hesla Sifruje, inak by sme sa prihlasili pomocou
ziskaného hesla. Uget admina bude nejak zablokovany. So ziskanych informacii
zistite, Ze pouzivatel user je v skutocnosti asistent. Skusime preto v nasledujuce;j
Casti zistit’ jeho heslo.

Intruder attack 5 - | pet
Attack Save Columns
Results Target Positions Payloads Options
Filter: Showing all items ®
Requ... Payload Status Error Timeout Length Comment
0 500 5591
1 admin ¢ 200 350
2 guest 500 5591
3 user I:> 200 392

admin a user existuju v
systéme

Obrazok 22: Zistenie existujucich pouzivatelov v systéme

38. Skopirujte heslo usera, ktory je asistent.



Intruder attack 5

Attack Save Columns

Results Target Positions Payloads Options

Filter: Showing all items

Requ... Payload Status Error Timeout Length Comment
0 500 5591
1 admin 200 350
2 guest 500 5591
3 user 200 392
Request Response
Z(J1'l Raw Fende \n Actions v

HTTP/1.1 Z00

2 Vary: Origin

3 Vary: Access-Control-Request-Method

Vary: Access-Control-Request-Headers
Access-Control-Allow-Origin: *
Content-Type: application/json

7 Date: Fri, 12 Mar 2021 Z1:13:07 GMT

Connection: close
Content-Length: 145

{
"id":5,
"name": "user",
"email": "userf@user.sk",
"password":"$Zafl0fvZZBegMeXsZ0eWCLUAw. BOskBXdlgqPaOF. 1le7 szxJ:sofswiCcGSar' .
"priviledges": "assistant"”

}

Obrazok 23: Ziskanie zaSifrovaného hesla asistenta s pouZivatel’skym menom user

Ziskali ste heslo, ale je ho potrebné eSte prelomit’. Z Whois aplikacie, prezretim
zdrojového kodu projektu, alebo vd’aka nejakej napovede by ste mali vediet’, Ze na Sifrovanie
bol pouzity berypt v javascripte. Je teda potrebné overit’ mnoZinu moznych hesiel vo¢i tomuto
hashu. Skusite ich preto overit’ pouzitim sluzby tutorial aplikacie vysvetl'ujicej zaklady

beryptu. Postup je nasledovny:

PowpnhPRE

Zapnite BurpSuite a znova sa prepneme do kolonky proxy.

Vypnite interceptor a zapnite prehliadac, ktory ma BurpSuite.

Prejdite na adresu http://localhost:5001/.

V 'avom hornom rohu kliknite na polozku v menu s ndzvom “Bcrypt tutorial”.



http://localhost:5001/bcryptIntro

@ wheis x [ NiniaF X | W HTML X | W CsSSt X | W TnitE X css-U X | G getpa X | @ Howt X | Novikarta X | B Using x | G preda x node

€« C @ localhost:500

Obrazok 24: Vyhl'adanie stranky s tutorialom pre Berypt

5. Preskrolujte na sluzbu s ndzvom BCrypt validator.

_ — O X
x Blw|w|w|2|c |[@|[n|H|c]a]2] +
« C @ localhost:5001/beryptintro W & T » e

5 Aplikicie & Gmail

BCrypt validator

Odhad nazvu toho, éo
je zaSifrované s hashom

Guessed text: nizsie

Hash vytvoreny
funkciou BCrypt

Given hash: &

Odpoved true ak sa
hash vznikol gifrovanim

G nézvu inak false

Spustenie APP'Y Bcrypt )

Obrazok 25: Vyvolanie sluzby pre zistenie ¢i hash vznikol Sifrovanim odhadovaného
textu

6. Vlozte nejaky text do poli Guesed text a Given hash.

Zapnite interceptor v BurpSuite.

8. Opit kliknite 'avym tlac¢idlom doprostred a v menu vyberte polozku “Send to
intruder”. V okne ste si mohli v§imnut’ odosielané hodnoty.

~



Burp Suite Community Edition v2021.2.1 - Temporary Project

Burp Project Intruder Repeater Window Help
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer E
Intercept HTTP history Web5Sockets history Options
/ Request to http://localhost:5001 [127.0.0.1]
Forward || Drop | Action || OpenBrowser |
Pretty m ‘\n Adions v
1 POST /beryptIntroValidator HTTP/1.1
2 Host: localhost:5001
3 Content-Length: 35
4 Cache-Control: max-age=0
5 sec-ch-ua: ";Not A Brand";v="99", "Chromium";w="88"
£ sec-ch-ua-mobile: 70
7 Upgrade-Insecure-Requests: 1
2 Origin: http://localhost: 5001
5 Content-Type: application/x-www-form-urlencoded
10 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; x€4) AppleWebKit/537.3& (FEHTML, like |
11 Accept: text/html,application/xhtml+xml, a age /webp, im
12 Sec-Fetch-Site: same-origin >Lan
13 Sec-Fetch-Mode: navigate Send to Intruder Ctrl-l
14 Sec-Fetch-User: 71
15 Sec-Fetch-Dest: document Send to Repeater Ctrl-R.
1¢ Referer: http://localhost:S5001l/berypeiInty
17 Accept-Encoding: gzip, deflate Send to Sequencer
18 Accept-Language: sk-SK,sk;q=0.9,cs;q=0.8, Send to Comparer
1% Connection: close
20 Send to Decoder
21 guessedTextJuserlfgivenHash{fdgfdgd Request in browser »
= ) . . Engagement tools [Pro version on >
VloZena VioZena 9ag [P Iy]
prva druha Change request method
hodnota hodnota Change body encoding
Copy URL

Obrazok 26: Zachytena odoslana Ziadost’ na server a odoslanie do intrudera

9. V Kkarte Intruder sa prepnite do podmenu Positions.
10. Nésledne prenastavte Attack type na Cluster bomb.



Burp Suite Community Edition v2021.2.1 - Temporary Project

Burp Project Intruder Repeater i Help
Dashboard Target Prox Repeater Sequencer Decoder (
14 = X
Target Payloads Options
= Prepneme sa do
@ Payload Positions o
pOSHIOhS

Configure the positions where payloads will be inserted into the base request. The attack type det

Attack type: | Cluster bomb Ako attack type

zvolime Cluster bomb
L POST /beryptIntroValidator HTTP/Ll.1
Z Host: localhost:5001
i Content-Length: 35
i Cache-Control: max-age=0
5 sec-ch-ua: ";Not A Brand";v="55%", "Chromium",w="88"
¢ sec-ch-ua-mobile: 70
Upgrade-Insecure-Recquests: 1
¢ Origin: http://localhost: 5001
Content-Type: application/x-www-form-urlencoded
10 User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; xE4) AppleWebKit /537
11 Accept: text/html,application/xhtml+xml, application/xml;q=0.9, image/a
12 Sec-Fetch-Site: same-origin
L2 Sec-Fetch-Mode: navigate
14 Sec-Fetch-User: 71
L5 Sec-Fetch-Dest: document
le Referer: http://localhost:5001/beryptintro
Accept-Encoding: gzip, deflate
12 Accept-Language: sk-5K,sk;q=0.9,cs;q=0.8,en-US;q=0.7,en;q=0.6
Connection: close

guessedText=Suserl§igivenHash=8§ fdgfdgd§

Obrazok 27: Nastavenie typu ttoku na Cluster bomb

11. Nasledne sa prepnite do podmenu karty Intruder s ndzvom Payloads.

12. Nechajte opit’ v prvej Casti nastaveny Payloads set na 1 a Payload type na “Simple
list”. Mozte si vSimnut, Ze Payloads set je mozné prenastavit’ na 2. To je preto, Ze prvé
je pre prvy parameter requestu, odhadovany text a druhy je pre jednu z jeho
Sifrovanych podob.

13. Pridajte nizsie v Casti Payload options Vami odhadované hesla, opét’ také, ktoré st
Casto pouzivané. Napriklad najéastejsie také, ktoré si zhodné aj s menom pouzivatel’a.
Napriklad admin, user, heslo123 a podobne.

14. Prepnite Payloads set v hornej Casti s ndzvom Payloads set na 2. Teraz nastavuje
Sifrovanu podobu nejakého textu.

15. Opét’ v casti Payload options pridajte skopirovany Sifrovany text pouzivatela user,
ktory je asistentom.

16. Kliknite na tlacidlo Start attack v pravom hornom rohu.

17. Zobrazil sa Vam zoznam s vysledkami. Ked’Ze sluzba vracia hodnotu 500, a to v
pripade, Ze hash nebol vytvoreny Sifrovanim zadaného odhadovaného textu, staci
pozriet hodnotu vysledného statusu.



Burp Suite Community Edition v2021.2.1 - Temporary Project
Burp Project Intruder Repeater Window Help

Dashboard Target Proxy Intruder Repeater Sequencer Det
14 x 15 x 16 x
Target Positions Payloads Options

® Payload Sets

You can define one or more payload sets. The number of payload sets depends on the

Payload set: | 1 ~ | Payload count: 2

Payload type: | Simple list v | Request count: 0

® Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads,

|. Paste admin
————— | user
| Load ...
|. Remaove
— »>
|_ Clear
Add heslo123
i f""""l Add the specified item I

Obrazok 28: Zadanie potencionalnych odhadovanych hesiel — neSifrovanych

Burp Suite Community Edition v2021.2.1 - Temporary Project
Burp Project Intruder Repeater Window Help

Dashboard Target Proxy Intruder Repeater Sequencer Decoc
14 x 15 x 16 x
Target Positions Payloads Options

@ Payload Sets

You can define one or more payload sets. The number of payload sets depends on the atl

Payload set: | 2 bt | Payload count: 1

Payload type: | Simple list v|  Request count: 3

@ Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

[ Paste ||$2a$108vZZB6gMeXs206WCLUAW.BOSKEX. ..

| Load ...
|. Remove

|_ Clear

Add

Add from list ... [Pro version only]

Obrazok 29: Pridanie Sifrovanej podoby hesla pre druhy parameter



18. V tabulke najdite riadok/riadky s hodnotou status kodu 200. Pozrite sa na Payload
&islo 1. Vidite aké je heslo, ktoré po zasifrovani moze nadobudat’ hash v stipci
Payload ¢&islo 2. Skopirujte si heslo zo stipca Payload ¢&islo 1.

Intruder attack 6

Attack Save Columns
Results Target Positions Payloads Options

©)

Filter: Showing all items

Requ... Payloadl Payload2 Status Error Timeout Length Comment
0 500 8424
1 admin $2aS10SvZZBegMeXs206... | 500 8530
2 user §2a5105vZZBegMeXs206... | 200 8508
3 heslo123 $2a%$105vZZBegMeXs206... || 500 8536

ﬁ Sluzba pri uspechu

Pokusy uhadnut heslo Zadifrované heslo - vracia status kod 200
pred zasifrovanim hash

Obrazok 30: Ziskanie hesla pred zaSifrovanim

19. Nésledne heslo spolu s pouzivatel'skym menom overte prihlasenim sa. Mézte si
overit’, Ze pouzivatel’ ma naozaj prava asistenta podl'a polozky Board v hornom menu.

Login
Usemame

user

Obrazok 31: Overenie ziskaného hesla pre pouZivatel’a user prihliasenim

- X

* B » O :

'g e Logout *Bnard

Obrazok 32: Overenie role asistenta



Pouzitie SQL injekcie

Utoénik pri prelamovani hesiel sa bol schopny dostat’ do role pracovnika v obchode.
Nasledne ma pristup k pouzivatel'skym emailom a menam. Jeho tlohou bude ale vyhl'adat
admina, ktory sa nezobrazuje. Pouzije SQL injekciu. V tejto Casti pontikame postup pri scendri
aplikovania SQL injekcie.

1. Kliknite na tla¢idlo Board v pravom hornom rohu potom, ¢o ste prihlaseny ako
pracovnik v obchode.

o % *» O :

'g e Logout *Board

Obrazok 33: Pracovnik v obchode ma pristup k tabuli pouZivatel’ov

2. 'V casti Customers sa pokuste vyhl'adat’ pouzivatel'a s menom admin.

<« C @ localhost4200/manage

Security E-shop

Customers Products

Obrazok 34: Pokus vyhPadat’ pouzivatel’a s menom admin



3. Skauste pouzit’ SQL Injekciu pre pouzivatel'a admin, tym ze nechate vyraz admin
vyhl'adat’ a zaroven odignorovat’ zvysnu Cast’ vyrazu.

« C @ localhostd200/manage o # » O

Security E-shop W @uLogout W, Board

Products

e Chenge e

Obrazok 35: Pouzitie SQL Injekcie pre vyhladanie pouzivatela s menom admin

4. Zmente email pouzivatel'a admin na svoj. Pre unikatnost’ emailov nesmie byt’ tento
email uz predtym pouzity.

Username Change username Change email

admin admin@topsecret.com Change

Items per page: 10 A d 1-10of 100

Obrazok 36: Zmena emailovej adresy pouzivatela admin na svoj vliastny



5. Odhlaste sa kliknite na tla¢idlo pre opdtovné prihlasenie. Namiesto prihlasenia ale
kliknite na odkaz Lost your password?

Username

Password

Obrazok 37: Prihlasovaci formular s odkazom na obnovu zabudnutého hesla

6. Na nasledujicom formulari zadajte zmeneny email a kliknite na tlac¢idlo Resend
password.

Resend password

Your email

xperdek@stuba.sk

Resend password

Obrazok 38: Formular pre pregenerovanie nového hesla



7. Otvorte svojho emailového klienta a pockajte Kym vam pride email z eshopu. Potom
z neho ziskajte heslo. Ak pouZivate aplikaciu nasadent lokalne v prostredi docker, tak
mail by mal byt doru¢eny do MailHog aplikacie dostupnej na adrese localhost:8025
(kvoli zabezpe€eniu emailového uctu nefunguje prihlasenie do mailu, ked’ze kazdy
pouzivatel’ ma iné zariadenie a Gmail prihlasenie zablokuje). Obsah mailu by mal byt
identicky ako v predchadzajicom pripade.

LY peR|_ =
C L —1 ?
v Status Od Predmet Velkost Prijaté *
=Y tutorialeshop@gmail.com Passsword change in security es.. 4576 23:16:38

Obrazok 39: Dorucenie spravy so zmenenym heslom

M MailHog x 4+ N Sl %
< C @ localhost:8025 aQ % o i
2 Aplikicie M Gmail
™ MailHog Search © GitHub
o < >
O Connected
Inbox (0)
® Delete all messages
Jim
Obrazok 40: MailHog dostupny pre lokalne nasadenie
(3 Recent Sprava P &Y (stuba.sk) v
Od: <tuterialeshop@gmail.com> B
Predmet: Passsword change in security eshop &
Datum: Stv, 17 Dec 2020 23:16:31
Komu: <xperdek@stuba. sk>

‘Your new password is: fff6786cdebb2afe583781061e93cf3328671a0

ﬂqvast Této spréva bola skontrolovand na pritomnost virusov programom Avast Antivirus.
www.avast.com

Obrazok 41: Zmenené heslo sa nachadza v sprave



8. Prihlaste sa pod menom admin a zadajte vygenerované heslo.

Login

Usemame

admin

Password

Obrazok 42: Vlozenie zmenenych udajov do formulara pre prihlasenie

9. Dostali ste sa do uctu, ktory ma najvyssie privilégium. Teraz mozete menit’ privilégia
ostatnych pouZivatel'ov. Vitazny token/vlajku moZete ndjst’ v Casti pre manazovanie
roli. Konecne je eshop dobyty!

o & W% *» O :

W @Logout *Board @ Admin

Obrazok 43: Pouzivatel s privilégiom admin ma vlastny ovladaci panel



€« C @ localhost4200/admin o W % » O

Security E-shop W  Ologowt Y Board P Admin

Obrazok 44: Prekliknutie sa na vit'azny token



Ukradnutie produktu z eshopu

Utoénik ukradne produkty z eshopu tym, Ze posle vo formulari nulovii hodnotu. Najprv ale
musi vytvorit’ objednavku.

1. Otvorte program Burp Suite a prepnite sa na listu Proxy. Nasledne otvorte prehliadac.

‘! Burp Suite Community Edition v2020.12 - Temporary Project

Burp Project Intruder Repeater Window Help

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer
Intercept HTTP history WebSockets history Options
Forwa Di Intercept is off Act Open Browser

Open pre-configure

Obrazok 45: Zapnutie burpsuite a otvorenie vlastného prehliadaca

2. Prihléste sa pod 'ubovolnym pouZzivatelom a pridajte nejaky produkt do kosika.

€« C O localhost:4200

Security E-shop

Originalna hadanka Kamaratky
1.51

POF 145¢€

Pohromade je pét kamarétok. KaZda ma rada niektorého herca, Pat susedov. Kto z nich najradéej cestuje trolejbusom? KaZdy
potiiva iny §tyl hudby, ma iné konicky a aj sa inak stravuje mé meno, prezyvku, operacny systém, hobby a rad chodi inym
Ktorej chutia ovsené vioky? dopravnym prostriedkom.

Povodna hadanka. Zistite, kto kde byva, &o fajti, pije a o aké
zviera sa stara? A kto z nich chova rybicky?

W Add to cart
Y:'{ Add to cart Y—',.{ Add to cart

[\ Zastavk: & Notebook
i Product added to cart! i

Obrazok 46: Pridanie produktu do kosSika




3. Potvrd’te produkty v koSiku vybranim vyberu spésobu dodania stlaCenim na tla¢idlo
Choose shippment.

Security E-shop

—> Kamaratky © 2dd @Remove @ Delete

+/  Checkout

> Choose shippment

Obrazok 47: Potvrdenie produktov v koSiku

4. Zadajte informdcie o dodani. Nejaku adresu a d’alSie potrebné udaje a potvrd'te.

€« G O© localhost4200/delivery

[ Deliver to issue place

First name * ast Name*

Emil Kratochvil

Address *

Bratislava 5

Street
Stare Grunty 20

Post Postal Code

City st ostal Cot
Bratislava Bratislaval 03242

> Payment methods
Obrazok 48: Urcenie dodacej adresy



5. Vyberte nejaka platobni metddu. Pred potvrdenim nezabudnite v Burp Suite zapnat’
intercept na on. Nasledne potvrd'te.

€ C @ localhost4200/paying-methods o & W » 0

Bank Transfer Cash on delivery

Card number Security
code
cvv/cve

Card number
11112222 3333 4444 » —
- e ]

Nar d Jate Se
] ]
Emil Kratochvil
Name '

Expiry Date

Price to pay in €

49

> Finish order

Obrazok 49: Zadanie informacii o platbe a potvrdenie

6. Prvy request preposlite stlacenim tlacidla forward.

‘! Burp Suite Community Edition v2020.12 - Temporary Project

Burp Project Intruder Repeater Window Help

Dashboard Target Intruder Repeater Sequencer Decoder Comparer Extender Project options User options

HTTP history WebSockets history Options

f Request to http://localhost:8080 [127.0.0.1]

Forward Drop Intercept is on | Action || Open Browser

Pretty QCEWE \n  Actions Vv

1 OPTIONS /create/order HTTP/1l.1

2 Host: localhost:BDE0D

3 Accept: */*

4 Access-Control-Request-Method: POST

5 Access-Control-Request-Headers: content-type

Origin: http://localhost:4200

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x€4) AppleWebKit/537.3& (FHTML, like Gecko) Chrome/87.0.4I780.88 Safari/537.36
2 Sec-Fetch-Mode: cors

5 Sec-Fetch-Site: same-site

10 Sec=Fetch-Dest: empty

11 Referer: http://localhost:4200/

12 Accept-Encoding: gzip, deflate

13 Accept-Language: sk-SK,sk;q=0.9,cs;q=0.8,en-US;q=0.7,en;q=0.&
14 Connection: close

m

Obrazok 50: Ignorovanie prvého requestu



7. 'V druhom requeste zmeiite finalPrice na 0. Pre istotu zmeiite aj vSetky ceny produktov

na nulu. Nasledne stlacte forward.

‘! Burp Suite Community Edition v2020.12 - Temporary Proj

Burp Project Intruder Repeater Window Help
Dashboard Target

Prox Intruder Repe

Intercept HTTP history WebSockets history c

/ Request to http://localhost:8080 [127.0.0.1]

Intercept is on

Forward | Drop

2wl Raw  \n  Adtions v

L POST /ereate/order HTTP/L.1
2 Host: localhost:8080
Content-Length: 159
Accept: application/json, text/plain, */*
User-Agent: Mozilla/5.0 (Windows NT 10.0; W:
Content-Type: application/json
Origin: http://localhost:4200
2 Sec-Fetch-Site: same-site
9 Sec-Fetch-Mode: cors
10 Sec-Fetch-Dest: empty
11 Referer: http://localhost:4200/
12 Accept-Encoding: gzip, deflate
13 Accept-Language: sk-5SK,sk;q=0.9,cs;q=0.8,en-
4 Connection: close

"userHame": " ffdgfd",
"shipmentAddress": "gfdgfd”,
"cartInfo": {
"products": [
{

"price":1.45|

"gquantity":Z,

"name": "Kamari~ thy"

}
1,
"finalPrice":6.9
Y.
"eredicCardInfo": {
}

‘! Burp Suite Community Edition v2020.12 - Temporary Project

Burp Project Intruder Repeater Window Help

Dashboard Target Prox Intruder Repeater Sequencer Decc

Ir HTTP history WebSockets history Options

/ Request to http://localhost:8080 [127.0.0.1]

Intercept ison i Action || oOpen

Forward | Drop

2wl Raw  \n  Actions v

1 POST /ecreate/order HTTP/l.1

2 Host: localhost:8080

Content-Length: 159

Accept: application/json, text/plain, */*

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd4; xE4) AppleWebKit/!
Content-Type: application/json

Origin: http://localhost:4200

2 Sec-Fetch-Site: same-site

5 Sec-Fetch-Mode: cors

0 Sec-Fetch-Dest: empty

11 Referer: http://localhost:4200/

2 Accept-Encoding: gzip, deflate

13 Accept-Language: sk-SK,sk;q=0.9,ecs5;q9=0.8,en-US;q=0.7,en;q=0.£€
14 Connection: close

"userHame": " ffdgfd",
"shipmentAddress": "gfdgfd",
“"cartInfo": {

"products": [

{
"price":0.0, ¢
"gquantity":Z,
"name": "Kamard” thky"

}

1,
"finalPrice":0.0
Y.
"ereditCardInfo": {|
}
}

Obrazok 51: Zmena informacii v druhom requeste

8. Objednavka bola Gspesne uskuto¢nena. Teraz si moZzete stiahnut’ ukradnuté produkty.

) Secunityeshop x  +

&« C @ hitpi//localhost:4200/completed

Security E-shop

Kamaratky

#* Download

> Return back

Bought order with

Contact

Privacy policy
Iocalhost:4200/assets/einstein/005,jpg

downloadable
products prepared!

Obrazok 52: Stiahnutie Ukradnuthh produktov



Ziskanie pristupu k suborom

Utoénik by mal vediet, Ze ako technoldgia bol pouzity Angular. Na zéklade tejto
informacie by mal byt schopny dostat’ sa k verejne ulozenym stiborom na stranke zadanim do
prehliadaca cestu k assets/images. Uz je len potrebné zistit’ presna cestu. Pri minulom scenari
S ukradnutim produktu si ale méze vSimnut, Ze produkty obsahuji cestu vedicu na frontend
a verejne dostupnu. Inkrementuje ¢islo nejakého suboru a ziska d’alsi zo stiborov bez vicsej

namahy. Nasledne mdze stiahnut’ obsah pontkanych produktov aj bez nutnosti platby za ne.

1. Ziskajte odkaz z ukradnutého stuboru.

Kamaratky Otverit' odkaz na novej karte

Otvorit' odkaz v novom okne

Otverit adkaz v okne inkognito

Ulozit odkaz ako..

> Retl.lm back Kopirovat adresu odkazu

Preskumat’

Ctrl + Shift +

& 005jpg ~ Zobrazit vietky x

Obrazok 53: Ziskanie odkazu na stiahnuty obsah

2. Pouzite podobny nazov suboru pri zadani do okna prehliadaca.

g SecurityEshop x New Tab X +

C' | @ http://localhost:4200/assets/einstein/005.jpg

¥ SecurityEshop x ¥ 006jpg (620x877) x  +

< C @ http://localhost:4200/assets/einstein/006.jpg

3/ Susedia

Pat’ susedov Kto z nich najradiej ceshge trolejbusom? KaZdy mad meno, prezyviny operaény
systém, hobby arad chodiuym dopravimym prostn edkom

Meno

Pregjvim

Obrazok 54: Vyskusanie podobnej adresy s inkrementovanym ¢islom obrazka



