Schval’ovanie schém

Pre pouzivatel'ov a auditorov je potrebné, aby boli schémy v systéme korektné a bolo tak
mozné ich porovnanie, ako aj vkladanie novych schém na zdklade uz existujiicich schém. Aby
bolo toto mozné, je najprv nutné, aby boli jednotlivé elementy korektné, teda schvalené
ur¢enym pouzivatelom. Az potom moze byt schvalend celd schéma, ktora tieto control-y
a control objective-y obsahuje.

Proces schvalenia control objective-u

Schvalit’ schému je mozné iba vtedy, ak obsahuje iba schvalené alebo zamietnuté control-y,
pricom kazdy control musi mat’ schvalené vsetky control objective-y a otazky control-ov. Na
obrazku (Obr. 1) je ukdzana obrazovka, v ktorej sa po stlaceni tlac¢idla Control objective
assessment (Posudenie control objective-u) zobrazi obrazovka zndzornena na Obrazku 2.
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Control's detail

Control: CVY_12_F -> CVY1-X¥Z-01

Description: Data integrity adheres to high standards and maintained once a month
—
‘ Control objective assessment ) Control question assessment
——

Blanchedalmond colored control objectives were generated algorithmically and require user
input. They should be listed on the top of the table.

White colored control objectives were created manually or have already been corrected by a
user.

List of control objectives

Type
Identifier ~Description value Security attribute Evaluation interval

Obrazok 1. Detail control-u.

Na obrazovke z Obrazku 2 je mozné kliknut' na jednotlivé control objective-y, ktoré sa
nachadzaju v prvej tabul’ke s nazvom Control objectives with approved security attributes
(Control objective-y so schvalenymi bezpecnostnymi atribatmi). Po kliknuti na konkrétny
control objective sa pouzivatel'ovi zobrazi obrazovka zndzornena na Obrazku 3.
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Control objective assessment

Control objectives with approved security attributes

Type
Control  Security attribute Identifier Description value Evaluation interval
CVY1- ApplicationsAreDesigned  IPX1- Source-code is manually analyzed to GuaranteedValue evaluation_interval_10
XYZ-01 ABC-05s detect security defects in code prier

to production

Control objectives with not approved security attributes

Control Security attribute Identifier Description Type value Evaluation interval

Obrazok 2. Posudenie control objective-u.

Na obrazovke z Obrazku 3 je mozné vidiet' control objective zvoleny z predchadzajlce;
obrazovky. V tejto obrazovke je mozné control objective schvalit’ stlacenim tlacidla Approve
(Schvalit)), zamietnut’ stla¢enim tlacidla Reject (Zamietnut’) alebo ho poslat’ pracovnikovi
spat’ na prepracovanie stlacenim tla¢idla Send to rework (Poslat’ na prepracovanie).
V pripade, ak bola zvolend moznost Send to rework, je nutné zadat' komentar, aby bolo
pracovnikovi jasné, preco bol control objective neschvaleny a mohol ho tak prerobit’ na
korektny control objective.
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Type
Control  Security atributes Identifier  Description value Evaluation interval
CVY1- ApplicationsAreDesigned  IPX1- Source-code is manually analyzed to GuaranteedValue evaluation_interval_10
XYZ-01 ABC-05s detect security defects in code prior

to production
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Comment

Place for comment

Comment text Author Date

Obrazok 3. Vybrany control objective.

Ak chce pouzivatel’ posudit’ otazky control-ov, na obrazovke z Obrazku 1 klikne na tlacidlo
Control question assessment (Postidenie otazok control-u). Dalej je postup rovnaky ako pri
posudzovani control objective-ov.



Proces schvalenia control-u

V pripade, Ze vSetky control objective-y boli schvalené alebo zamietnuté, je mozné schvalit
jednotlivé control-y schémy. Toto je umoznené v obrazovke Scheme’s detail (Detail schémy)
po stlaceni tlacidla Control assessment (Postidenie control-u) z Obrazku 4.
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Scheme's detail ISO 27K

Version: 1.0
Identifier: 1SO-27K

Publisher: ISC_27K

' Control assessment ’
e —————

Published

Number of controls: 139 Number of control objectives: 289

Described: 103 / Not described: 36 Unapproved metrics: 289

‘ Unapproved security attributes: 289

Obrdazok 4. Detail schémy.

Pouzivatel'ovi sa nasledne zobrazi obrazovka so zoznamom control-ov rozdelenych do dvoch
tabuliek. Po kliknuti na konkrétny control z prvej tabul’ky s nazvom Controls waiting for
approval (Control-y ¢akajiice na schvalenie) sa pouzivatel'ovi zobrazi obrazovka znazornena
na Obrazku S.
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Control Assessment

Controls waiting for approval

Scheme Identifier Description

ISO_27K  ISO_27K-  Information security responsibilities and duties that remain valid after termination or change of employment shall be
TACQE- defined, communicated to the employee or contractor and enforced.
01

ISO_27K  ISO_27K-  Assets associated with information and information processing facilities shall be identified and an inventory of these assets
RFA-01 shall be drawn up and maintained

ISO_27K  ISO_27K-  Assets maintained in the inventory shall be owned.
RFA-02

Controls with not approved controls objectives or control questions

Scheme Identifier Description

Obrazok 5. Posudenie control-u.



Rovnako ako pri schvalovani control objective-u, aj pri schvaleni control-u st 3 moznosti,
a tymi st schvalenie, zamietnutie a poslanie spit’ pracovnikovi na prerobenie, ako je mozné
vidiet’ na Obrazku 6.
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Scheme Identifier Description

ISO_27K  ISO_27K-  Assets associated with information and information processing facilities shall be identified and an inventory of these assets
RFA-01 shall be drawn up and maintained.

Comment

Place for comment

Comment text Author Date

Obrdazok 6. Vybrany control na posudenie.

Schvélenie schémy

Ked’ uz st vSetky Casti schémy schvalené, cela schéma sa dostava do stavu Approved
(Schvélend) a na jej dashboard-e sa objavi tlacidlo pre jej publikovanie, ktoré vidi vlastnik
tejto schémy (Obr. 7).
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Scheme's detail CCMv3.0

Version: 3.0
Identifier: CSA CCM v3.0

Publisher: CCM

Status Published

Approved Publish

Obrazok 7. Schvalenad schema.

Po kliknuti na toto tlacidlo sa stav schémy zmeni na publikovani a uz viac nemdze byt
upravovana (Obr. 8).
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Scheme's detail CCMv3.0

Version: 3.0
Identifier: CSA CCM v3.0

Publisher: CCM

Status Published

Obrazok 8. Publikovand schéma.



